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Foreword

The Internal Audit function has consistently evolved over time. Today, beyond the requirements
specified by the Companies Act, 2013, the internal auditors are expected to ensure risk and
governance aspects as well. Every organization adopts a unique approach to accepting certain
levels of risk and applying measures to reduce these risks. The success of an organization is often
closely linked to its proficiency in comprehending and managing its risk exposures. As a part of the
company's risk control ecosystem, it is essential for the internal auditor to have the necessary
skills to grasp the nature of risks and their corresponding controls.

| am happy to note that the Board of Internal Audit and Management Accounting of the Institute of
Chartered Accountants of India(ICAl) has undertaken the project of revising its publication and
issued ‘Internal Audit Checklist (2024 Edition)’ to provide step-wise guide to members to effectively
conduct the Internal Audit Process. This checklist is illustrative in nature and is based on Risk
Control Matrix. This checklist focuses on risk exposure and control effectiveness and data
analytics for each process.

| congratulate CA. Rajendra Kumar P, Chairman, CA. Charanjot Singh Nanda, Vice Chairman and
all other members of Board of Internal Audit and Management Accounting for bringing out this
revised comprehensive publication.

| am sure that this publication will assist the members in discharging their responsibilities as
internal auditors more effectively and efficiently.

February 1, 2024 CA. Aniket S Talati
New Delhi President, ICAI






Preface

The Board of Internal Audit and Management Accounting, ICAI has issued Internal Audit Checklist
in 2017 to provide a step-by-step guidance to members on every aspect of internal audit. The
Board has immense pleasure in placing before the members Revised “Internal Audit Checklist” that
is drafted based on Risk Control Matrix for every aspect of Internal Audit. This checklist divides
each process into sub processes and identifies risks for each process, controls to mitigate risks,
sample size, test performed to check control effectiveness.

This Checklist has been divided into two parts: Part A and B. Part A contains Checklist Audit
Planning, Entity Level Controls, Business Controls Diagnostic, Financial Statement Closure
Process, Annual Operating Plan, Management Information system, Annual Operating Plan, IT
Internal Controls, Standards on Internal Audit Compliances, Legal and Statutory Compliances,
Operational and Administrative Expenses, Government Grants, Patents and Copyright, Business
Continuity Plan, Related Party Transactions, Audit Conclusion. Part B contains checklist Order to
Cash — Manufacturing and Services, Purchase to Pay — Material and Services, Capital Items,
Fixed Assets and Capex, Project, Treasury and Inventory Management, Cash and Bank,
Borrowings, Direct, Indirect Taxation and GST, Corporate Social Responsibility, Human Resources
- Hire to Retire and Payroll Management, Foreign Currency Transactions. This Checklist is
illustrative in nature and the internal audit team should review and update it based on systems and
procedures of the Organizations. This checklist would help members to ensure the operating
effectiveness of internal controls to mitigate key risks.

We are immensely grateful to all the members of study groups CA. K Vidyadharan, special invitee
CA. A R Parthasarathy, CA, Aditya Kumar S, CA. Rekha Surana, CA. Narinder Jit Singh and
CA. Amit Gupta, CA. Mohit Gupta, CA. Mohit Dhand, CA. Jitendra Prassad Indoriya, CA. Vineet
Rathi, CA. Praveen Kaushik, CA. Chintan Pathak for sharing their experience and knowledge
with us and contributing in preparation and review of this publication.

We would like to thank CA. Aniket Sunil Talati, President, ICAI and CA. Ranjeet Kumar Agarwal,
Vice-President, ICAI for their continuous support and encouragement to the initiatives of the
Board. We also thank the members of our Board who have always been a significant part of all our
endeavors.

We also wish to express our sincere appreciation for CA. Arti Bansal, Secretary, Board of Internal
Audit and Management Accounting, ICAI and team member CA. Gyanender Shokeen, Professional
for their technical and administrative assistance in bringing out this Checklist.

We firmly believe that this publication would serve as a basic Guide for the members and other
readers interested in the subject.



We will be glad to receive your valuable feedback at biama@icai.in. We also request you to visit
our website https://internalaudit.icai.org and share your suggestions and inputs, on internal audit
and Management Accounting.

CA. Rajendra Kumar P CA. Charanjot Singh Nanda
Chairman Vice-Chairman
Board of Internal Audit & Board of Internal Audit &
Management Accounting Management Accounting

January 22, 2024
New Delhi
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Foreword to First Edition

The Chartered Accountancy profession, since its inception, is regarded as the trustee of public
interest. In the last decade or so of financial turbulence, the role of Chartered Accountancy
profession has become increasingly relevant and critical for sustenance of businesses. The CA
profession has avowed duty to public interest and this can come through with increased impetus
on ethics, trust and integrity in discharging professional assignments.

The Companies Act, 2013, has definitely shaped the way forward for internal audit function in India
and has provided a strong legal mandate for the crucial role of internal auditors in the corporate
governance structure.

Internal auditors should rise to the task and seize the opportunity of establishing high performing
internal audit functions as per the new requirements. Internal auditors must be conscious that the
current responsibilities come with new risks and new rewards. Continuous learning and timely
application of relevant knowledge to create value will help in increasing the internal audit's
credibility and confidence in their enhanced roles.

| am happy that the Internal Audit Standards Board is issuing this publication “Internal Audit
Checklist” to provide updated guidance for helping internal auditors to stay at the cutting edge of
best practices. This publication is quite comprehensive, providing a step-by-step guidance on
every aspect of internal audit.

At this juncture, | wish to compliment CA. Mukesh Singh Kushwah, Chairman, CA. Anil S.
Bhandari, Vice Chairman and other members of Internal Audit Standards Board, for their zeal
towards bringing out comprehensive literature on internal audit.

| am sure that this publication would prove useful to the members in efficiently discharging their
responsibilities as internal auditors.

February 7, 2017 CA. M. Devaraja Reddy
New Delhi President, ICAI






Preface to First Edition

In today’s dynamic environment organisations are constantly reinventing the way business is done,
to meet the challenges of rapidly changing marketplace and regulatory framework. This makes it
imperative for internal audit function to find innovative means to facilitate organizations to succeed
and sustain their performance by imbibing/ integrating performance improvement in internal audit
approach. The Companies Act, 2013, has also highlighted the important role of internal auditors in
corporate governance framework.

The Institute is committed to continue its efforts in helping its members to understand, guide and
shape the internal audit profession in the country. The Internal Audit Standards Board of ICAl has
immense pleasure in placing before the members this publication on Internal Audit Checklist. It
would serve as a simple step-wise guide intended to help internal auditors to effectively conduct
the internal audit process. This checklist is illustrative in nature and the internal team should
review and update it on the basis of systems and procedures of the organisations. It is divided into
four main parts. Part | is Introduction, Part Il deals with Internal Audit of Specific Function, Part Il
deals with Review and Reporting and Part IV covers Other Aspects. While each of the Parts is
further divided into relevant sub topics, Part Il contains, guidance on aspects such as Sales, Fixed
Assets, Owner’s Capital, Fixed Assets and Depreciation and Payables and Receivables, etc. This
publication has therefore, a wider usage and appeal. This would also help to guide the members in
maintaining proper internal audit documentation in accordance with SIA 3, Documentation.

At this juncture, | wish to place on record my sincere thanks to all the members of the Study Group
formed under my convenorship at Delhi, viz., CA. Rakesh Garg (co-convener), CA. Anil Aggarwal,
CA. Manoj Tayal, CA. Vidhya Jayaraman, CA. Vinod Gupta, CA. Prashant Chand, CA. Umesh
Pandey, CA. Rajeev VD Gupta, CA. Vikas Agarwal, CA. Abhishek Jain, CA. Manoj Arora, CA. Rajiv
Walia, CA. Manu Jindal, CA. Sandeep Goel, CA. Naveen Sharma for taking time out of their
pressing preoccupations and contributing in preparation of this publication.

| would also like to thank CA. M. Devaraja Reddy, President, ICAlI and CA. Nilesh Shivji Vikamsey,
Vice President, ICAI for their continuous support and encouragement to the initiatives of the
Board. | must also thank my colleagues from the Council at the Internal Audit Standards Board,
viz., CA. Anil Satyanarayan Bhandari, Vice-Chairman, |IASB, CA. Tarun Jamnadas Ghia,
CA. Mangesh Pandurang Kinare, CA. Dhinal Ashvinbhai Shah, CA. Babu Abraham Kallivayalil,
CA. K. Sripriya, CA. M. P. Vijay Kumar, CA. Ranjeet Kumar Agarwal, CA. Sushil Kumar Goyal,
CA. Debashis Mitra, CA. Shyam Lal Agarwal, CA. Kemisha Soni, CA. Sanjiv Kumar Chaudhary,
CA. Sanjay Vasudeva, Shri Vithayathil Kurian and Shri Vijay Kumar Jhalani for their vision and
support. | also wish to place on record my gratitude for the co-opted members on the Board viz.,
CA. Anil Kumar Jain, CA. Kartik Bharatkumar Radia, CA. Krishna Kumar T., CA. Vipin Gupta,



CA. Vishwanath K., CA. Yashwant Jaywant Kasar and special invitee viz., CA. Shobhit Dwivedi for
their invaluable guidance as also their dedication and support to the various initiatives of the
Board.

| am sure that the publication would be warmly received by the members and they would find it
immensely useful in improving quality of their internal audit assignment.

New Delhi CA. Mukesh Singh Kushwah
February 8, 2017 Chairman, Internal Audit Standards Board
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Introduction

The objective of this Internal Audit Checklist is to ensure that all relevant tasks and procedures are
completed, and to ensure that the internal audit is done thoroughly and effectively. A checklist
ensures that all necessary steps are taken and helps to identify the areas that may need
improvement or further attention. Additionally, a checklist helps audit team to be organized and be
focused and to ensure that all necessary information is collected and reviewed.

Scope

The Scope of checklists depends on both strategic and operational needs of the engagement. As
part of the engagement, best efforts are done to identify areas where checklists are required.

About the Checklists

There are about 32 checklists which have been included in this publication can be customized as
per requirements of the internal auditors. These checklists cover largely the common areas of an
internal audit, however; the internal auditors may prepare additional checklists based on their
engagement. The column against each of the line item in the checklist include:

o Process

. Sub-process

. Risk description

o Risk reference

o Controls

o Control reference
o Control owner

. Control frequency
o Design effectiveness
. Test perform

o attributes tested

o sample size

e work paper reference
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operating effectiveness
exceptions

data analytics performed
results of data analytics and
issue summary or observations.

Process metrics

Need for Checklists

The Checklists is a tool which the professional can use to :

1.

Help in giving direction to the team to cover specific areas of work with detailed action
points;

2. Ensure completeness of the work by reviewing the critical points to be covered;

3. Documentation of the audit procedures carried out;

4, Consistency in the audit process especially in multi-team and multi-location assignments;

5. New team member need lesser amount of orientation since what needs to be done is
covered;

6.  The Internal Audit Checklist also covers Risk and Control Activities which would help the
professional to fine tune the requirements based on the circumstance;

7. The Quality Reviewer of the engagement can also use the checklist to review the coverage,
documents verified and other qualitative aspects of the engagement;

8.  Helps the team to request for specific information from client based on the tasks to be done;

9.  To document the granular levels of information on sample selection, data analytics.

Order of Checklists

Part A

1. Audit Planning Checklist

2.  Entity Level Controls

3. Business Controls Diagnostic



Introduction

4. Financial Statement Closure Process

5. Annual Operating Plan

6. Management Information system

7. 1T Internal Controls

8.  Standards on Internal Audit (SIAs) Compliances
Legal and Statutory Compliances

10.  Operational and Administrative Expenses

11. Government Grants

12.  Patents and Copyright

13.  Business Continuity Plan

14. Related Party Transactions

15.  Audit Conclusion

Part B

1. Order to Cash — Manufacturing

2. Order to Cash - Services

3. Purchase to Pay — Direct Material

4, Purchase to Pay - Indirect Material and Services

5. Purchase to Pay — Capital ltems

6. Fixed Assets and Capex

7. Project Management

8.  Inventory Management
Cash and Bank

10.  Treasury Management

11.  Borrowings

12.  Direct and Indirect Taxation & GST
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13.
14.
15.
16.

Corporate Social Responsibility
Human Resources — Hire to Retire
Human Resources — Payroll Management

Foreign Currency Transactions
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ecklist 1

Audit Planning

Process Sub- Risk Description Control Test Performed Attributes tested
process
Overall |Internal Audit [Risk that internal |A documented process, |1. Check the [1. Whether
Internal |Charter/ audits are not in [listing detailed process comprehensivene documented
Audit Terms of |line  with  the |for preparing Annual ss of the Auditing process
Planning [Internal Audit |objectives of the |audit plan keeping in plan, covers all the
Engagement |internal audit |view various facets of |2 Check the areas as
where it is an |function, as per the |coverage required. Adherence to the listed in Audit
outsources |internal audit Annual Audit Plan.
engagement |charter of the entity |It can be part of Audit planning process |2. Step by Step
(and  terms  of [Manual or a separate as per document. adherence to
engagement, where |document. the  Annual
it is an outsourced audit planning
engagement)  and process  as
also not in line with per document.
the overall
objectives of the
organisation.
Developing / |Risk of leaving key [Process of continuous |Check the interactions |Updation of
Enhancing elements of risk [engagement with |Internal Audit has with |overall business
Business unattended due to |stakeholders both inside |inside and outside |and regulatory
Knowledge |lack of Business / |and outside the |stakeholders and |knowledge.
regulatory organization. other research and
environment documents as
knowledge. referred by  the
auditor.
Audit Missing of Key Risk |1. Having Audit Universe |1. Check the |1.  Audit Area
Universe Area for coverage [for  Organisation  / |availability of Audit Listing
in Overall Internal |Auditable Entity. Universe  for  the [2. Risk Rating
Audit Plan Organisation/ of the
2. Review of the Audit |Auditable Entity Various Audit
Universe at  regular 2. How many areas Areas
intervals. added or deleted from |3, Updation  of
Audit Universe. Audit
Universe on
3. See the risk rating regu|ar basis
of Various  Audit
Universe areas and
any change in the risk
ratings.
Plan Lack of  Audit |Inputs from Enterprise |Communication of |1. Usage of inputs
Linkages Planning  process |Risk Management Team |inputs to and from in preparation
with linkage with Risk jon key risk facing |Enterprise Risk of overall
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Process Sub- Risk Description Control Test Performed Attributes tested
process
Enterprise faced by the |organisation and |Management Team audit plan
Risk Organisation factoring the same in
Assessment overall audit planning
process
Independent |Risk of not [1. Doing Independent |1. Check Risk rating of
Risk prioritising high risk Risk assessment of Independent risk each
Assessment |area or missing each auditable unit assessment along Auditable
for  various |them altogether. to arrive at correct with methodology unit.
Auditable risk attributable to 2. See the coverage Scope/
units each auditable unit. for Scope/ Frequency
(e, 2. Having  adequate frequency / and
Iocat!ons, coverage in terms of resource resources
fun(_:t|ons, scope/  frequency/ allocation, etc. allocated to
bu§|ness resource allocation auditable
units  and to  address the unit.
legal entities same.
including
third parties,
wherever
relevant).
Resource Risk of inadequate |Allocation of resources |Assessment of Criticality and
and time |resource allocation |and skill set depending [resources and skill set Complexity of
allocation and available skill fupon criticality —and |allocation vis a vis Auditable unit
set complexity  of  the [criticality and Skill set of
auditable unit along with [complexity —of the resources
proper time duration for |auditable unit. allocated
the review Sufficiency of the time along  with
duration to  have time duration
adequate coverage of for Covering
Auditable unit auditable unit
Inputs for |Risk of Audit Plan (1. Communication of |1. Reviewing Audit
Audit plan for [not in sink with Audit Planning communication Planning
Executive Organisational process with with  executive communicatio
Management |realities/ executive management n
Organisation management 2. Check various Various
objectives and |2, Various meeting to minutes of the inputs to the
strategies capture inputs meetings/ or Audit Plan
3. Circulation of other documents Accuracy  of
approved audit plan to capture inputs communicatio
3. Review approved n of end
and circulated result ie.
audit plan final audit
plan
Approval of |[Risk  of  Audit |1. Inputs from Audit |[Review of  Audit |Inputs and
Audit ~ Plan |Planning not |Committee/ Board |Committee minutes to |approval of audit
with  Audit |aligned with those check inputs and




Audit Planning

Process Sub- Risk Description Control Test Performed Attributes tested
process
Committee / |charged with |2. Approval of Final |approval committee
Board governance Audit plan by Audit
Committee

Periodic Risk of derailment |Review of the Overall |Check the review [Alignment of
review of |or non-alignment of |audit plan on regular |performed by Chief |overall audit plan
Overall Overall Internal |basis by Chief Audit |Audit executive with stated
Internal Audit [Audit Plan Executive objectives

plan




Checklist 2

Entity Level Controls

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
Entity  |Ethics and|Management -The  company|Control Documentation {100%  |Event
Level Code of|does notlhas Codes of|evidence of Code of Driven
Controls |Conduct demonstrate Conduct that|required: Conduct
character, provide guidance|Signed Code of|compliance/
integrity and|for ethical [Conduct undertaking
ethical values. behavior for all{Declaration
officers, directors
and employees, |Define the
partners and|criteria for
consultants,  as|evaluating
well as suppliers. |compliance
The codes with the Code
include of Conduct.
guidelines to|These  criteria
promote integrity, |May include:
sound business| Clarity and
practices, and|accessibility of
legal compliance. [the Code of
“The codes are|Conduct.
reviewed and |Effective-ness

modified on as
needed.

-Codes of
Conduct are
available on the
company

website.

-Annually, all
employees  are
asked to sign a
Certification Form
indicating that
they have
received, read,
understood, and

of
communication
channels used
to disseminate
the Code of
Conduct.
Employee
awareness and
understanding

of the Code of
Conduct.
Reporting
mechanisms for
potential
violations or




Entity Level Controls

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
agree to abide by |concerns.
the  Code  of | Actions taken in
Conduct response  to
-Annually, reported
partners and |violations.
consultants  are
required to
provide
acknowledgemen

t that they have
received and
have been in
compliance  with
the relevant
policies

The requirement
to share the Code
of Conduct with
key and direct

suppliers is
documented in
the Supplier
Qualifications
Procedures

The Compliance
team tracks the
completion of
employee training
against the active
employee

headcount. The
Compliance team
also reviews the
list of employees

who have not
completed  the
training and
conducts  timely
follow-ups.

1
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Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
Entity |Corporate The Constitutions|The Board and|Control Existence  of|100% |Yearly
Level Governance |of Board and|other committees|evidence Corporate
Controls |Guidelines other committee [under the Board|required: Governance
are not in line|are formed/|Corporate Guidelines
with the [modified with the |Governance
Companies relevant  statue|Guidelines
Act/Regulator requirements like
requirements Companies Act, |Ensure that
IRDA there is a
requirements, written
RBI requirement|Corporate
etc. (As|Governance
applicable to the|Guideline
relevant entity)  [specifying
details such as
Board
Independence,
Committees,
Qualification
and expertise,
executive
compensation,
board
evaluation etc.
Ensure that the
board and other
committees as
required by the
statutes are
formed and the
roles and
responsibilities
are clearly laid
down.
Entity  [Board Board does not|-Board  powers|Control Appropriatenes |100% |Ongoing
Level Oversight clearly define|are clearly |evidence s of Board
Controls authority to be|defined. required: Board |oversight
exercised at|.Board  powers |cOmposition,
Board level and|;re derived from|CoOrporate
authority Governance

12




Entity Level Controls

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
delegated to|Companies  Act, |Guidelines,
other Directors. |Memorandum of|Board Minutes,
Association MoA & AoA of
(MoA) & Articles|the Company
of  Association
(AoA.) Assess the
-Also, for|effectiveness of
Directors the board of
appointed during|directors in
the year, a Board |Providing
Resolution  has|oversight —and
been passed to|governance to
define  general|@nsure that the
powers of a organization's
Director. strategic
-Board  meeting objecti\(es are
has been held met, risks are
managed
once every .
quarter and approprlatgly,
attendance and compliance
with laws and
records have regulations is
been maintained. .
maintained.
-Review the
Board
Structure,
Composition,
meeting
minutes,
oversight
(strategic,
compliance,
financial, risk)
-Assess the
effectiveness of
board
committees
(e.g. Audit
committee,
Governance

13
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Board.

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
committee) in
fulfilling  their
respective
oversight
responsibilities.
-Verify that
board members
act
independently
-Compare the
board's
practices
against industry
best practices
and corporate
governance
guidelines.
Entity  [Board Board does not|Board of |Control Appropriatenes |100%  [Monthly
Level Oversight have a|Directors review|evidence s of Board
Controls mechanism to|the performance |required: Board|oversight
review Internal|of the company|Minutes, MIS
Control over|and adequacy of|for the month,
Financial internal  controls |ICFR.
Reporting through  regular|gEpsure that
(ICFR)adequacy |interactions Wwith|there is g
and performance. |the CFO. strong  control
Monthly reporting |environment
is done by Senior |t promotes
Manager to the|gthical behavior
CFO who in turn|gng a
reports to BOD.|commitment to
internal
Minutes of Board|.onirols.
Meetings  where
the Intgrnal Augit|=sure - that
minutes of
reports are .
reviewed and megtlngs are
adopted by the reviewed and
Board. There is|20oPied by the
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Entity Level Controls

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
an  established|Verify if
process of [monthly MIS is
monthly reporting|prepared and
on  operations, |reviewed by the
performance and|management.
financial
reporting.
Monthly MIS
prepared by the
Senior Manager-
Finance is
reviewed by the
CFO and
Chairman &
Managing
Director.
Entity  |Risk and|Financial On an annual|Control Verification of{100% [Quarterly
Level Control Matrix [Reporting  and|basis, evidence the Risk and
Controls related management required: Control Matrix
application  and |performs a review |Risk and|and  ensuring
information of controls and|Control Matrix |that the design

systems are not
reliable.

processes
including
identification  of
risks and relevant
financial
statement
assertions.  The
final version of
the controls and
process
narratives  and
any changes

made during the
year are reviewed
by the
control/process

owners to ensure
they are
accurate. The

Check whether
all  significant
risks related to
each  process
or activity
identified and
included in the
risk control
matrix.

Ensure that
there is a clear
and concise
mapping of
each risk to the
corresponding
control
activities

designed to

and operating
effectiveness
of the controls
are effective.
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committee about
the results of the
risk assessment.
The assessment
includes
Business
Solvency
Position,
Liability
Management,
Industry position,
etc.

risk,

Asset

presentation

Ensure that the
risk
assessment
process is well-
defined and
aligned with the
organization's
goals.

Check whether
relevant
stakeholders,
including
management,
department
heads,
subject matter
experts are
involved in the
risk
assessment
process.

and

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
risk and control|mitigate or
matrix, isimanage  that
maintained in the|risk.
company's Verify that
control control
management procedures and
system. protocols
adequately
documented for
each  control
activity.
Entity  |Risk The Company|On a quarterly |Control Appropriatenes [100%  |Quarterly
Level Assessment  |does not carry|basis, the Chief|evidence S of the
Controls |Process out the  risk|Risk Officer|required: Quarterly Risk
assessment (CRO) reports to|Quarterly Risk|review
the Risk |review presentation.
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Entity Level Controls

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
Entity |Whistle Blower|The complaints|The Management|Control Adequacy  of|100% |Quarterly
Level Mechanism received through|monitors/reviews |evidence the whistle
Controls Whistle  blower |the complaint|required: blower
policies are not|received through||ist of whistle|complaint
enquired/ whistle  blower|piower process.
resolved. policy. The|pefine the
Ombudsman criteria for
appointed evaluating the
enquire/  do ) effectiveness
investigation  of | 3ng  efficiency
the  complaints of the whistle-
received and |plower
suitable action is |mechanism,
taken if found including:
quity. ~On .a User  access:
quarterly  basis, The mechanism
the report s
ided o should be
K/Irz:]”aging accessible  to
. all relevant
Director &
stakeholders.
Company _
secretary and the|Anonymity:

same is reviewed
and placed with
Board.

Whistle-blowers
should be able
to report
without fear of
identification.

Confidentiality:
The mechanism
should
safeguard the
confidentiality
of the reporter
and the
information
provided.

Acknowledgm
ent and follow-
up: The system
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Final

Sub-process

Risk Description

Control

Test
Performed

Attributes
tested

Sample
size

Control
Frequency

should
acknowledge
receipt of the
report and
allow for follow-
up
communication.
Timeliness:
Reports should
be processed
promptly.
Resolution: The
mechanism
should facilitate
appropriate
investigations
and resolution
of reported
issues.

Entity
Level
Controls

Organizational
Structure

Roles and
Responsibilities
not clearly
defined

The company
maintains an
organizational
structure
requisite
positions
supported by job
descriptions  that
explain skill
levels and
responsibilities.
Organizational
chart is in place
and maintained
up to date to
communicate
lines of reporting.
The company has
set in place a
succession _plan

with

Check whether
reporting lines
are well-defined
and clearly
communicated
throughout the
organization
and roles,
responsibilities,
and job
descriptions are
clearly outlined
for each
position  within
the
organization.
Review whether
the succession
plan for critical
business

Existence of an
approved
Organizational
Structure.

100%

Yearly
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Entity Level Controls

Final

Sub-process

Risk Description

Control

Test
Performed

Attributes
tested

Sample
size

Control
Frequency

(prepared by the
HR Department)
that identifies
critical business
operations  and
positions
(designation with
Managers &
above level) and
a back up plan is
ensured to avoid
impact on normal
business
operations.

operations and
positions  are
clearly laid
down and
maintained.

Entity
Level
Controls

Authorization
Matrix

Roles,
responsibilities,
authorisation and
approval  levels
not clearly
defined.

Departmental
policies
Management
Guidelines
outline
responsibilities,
authorization,

and approval
levels for
transactions.

and

Role Definition:
Verify that each
role or position
in the authority
matrix has a
clear and well-
defined scope
of
responsibilities.
Responsibility
Assignment:
Ensure that
each task or
activity in the
organization is
assigned to at

least one
responsible
party in the

authority matrix

Accountabilitie
s: Check that
each task or
activity has a

Existence of an
approved
Authorization
Matrix

100%

Yearly
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Final

Sub-process

Risk Description

Control

Test
Performed

Attributes
tested

Sample
size

Control
Frequency

single  person
or role
designated as
"Accountable”
for its
successful
completion
Role Mapping:
Validate  that
each
individual's
name or role
listed in the
authority matrix
matches their
actual position
and
responsibilities
in the
organization.

Approval
Process: If
there is an
approval

process defined
in the authority
matrix,  verify
that the steps
and criteria for
approval  are
clear and
adhered to.

Delegation and
Escalation:

Assess whether
the  authority
matrix includes
provisions  for
delegation  of
responsibilities
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Entity Level Controls

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
and escalation
procedures for
unresolved
issues.
Entity |Segregation of|Duties and|Segregation  of|Ensure that|Appropriatenes |100% |Yearly
Level Duties (SOD) |responsibilities  |duties (SOD) |there is a well-|s of
Controls are not|controls are |documented Segregation of
appropriately implemented policy and|Duties
assigned/segrega |throughout  the [procedures
ted sites where ERP |manual
has been|regarding
implemented. segregation of
SOD deficiencies |duties.
are  monitored,|Check whether
and management|ihere exists a
identifies mechanism to
compensating address
controls that are|.onflicts
present  and|jdentified
functioning to during the
mitigate SOD |transaction flow
risks. analysis.
Check whether
the SOD
controls are
reviewed and
tested as part
of internal and
external audits.
Entity  [Strategic Plan |Strategic  plans|Management Control Existence of an|100% |Yearly
Level and  objectives |periodically evidence approved
Controls are not clearly|reviews  entity-|required: Strategic Plan.
defined. wide strategic |Approved
plans and|Strategic plans
objectives.  The|and objectives.
Board of Director
approves the |[Ensure that the
entity-wide strategic  plan
strategic  plans|includes a clear
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investigated, and
justified.

plans.

Check whether
the
assumptions
and
methodologies

used in
preparing  the
budget are

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
and objectives.  |and compelling
vision
statement that
defines the
organization's
long-term
aspirations and
are aligned with
the core values
of the
organisation.
Entity  [Budget vs|The budget|Management Control Appropriatenes [100% |Yearly
Level Actuals estimates are not|establishes evidence s of Budget vs
Controls prepared/set for|business  plans|required: Actuals
the business|and budgets as|Approved
teams. The|well as measures|Budget and
Senior results  against|actuals.
Management plans  quarterly.|Ensure that the
does not review|Analyses are pydget is
the business |independently | 5ccyrate,
operations  on|reviewed for| reflecting
timely basis. appropriate realistic
assumptions and|egtimates  of
methodology. |revenues and
Significant expenses and
unusual aligned with the
relationships, organization's
variances,  and|gtrategic
exceptions  are| gpjectives and
identified, operational
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Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
clearly
documented
and
communicated.
Verify whether
the budget
incorporates
contingency
plans to
address
unexpected
events or
changes in the
business
environment.
Check whether
unusual
variances and
exceptions are
identified and
justified.
Entity  |Financial Regulatory non-|Management Ensure that all|Existence  0of{100% |As and
Level Reporting compliance  and|specifies financial|employees and|Policies  and when
Controls financial reporting  rules|relevant Procedures
misstatements ifjand  standards|stakeholders  |(Including
suitable which are|aware of the|Financial
accounting consistent  with|organization's |Reporting
principles, accounting policies  and|Rules and
policies or rules|principles procedures Standards)
not followed. suitable and|verify whether
appropriate  forlthere is g
the entity. | process to
Reviews monitor  and
by/consultations  |5q5ess
with the Statutory | compliance
Auditors aS|with  policies

required by the
regulation

(annual  review)

regularly

Check whether
internal
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Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
or as considered |controls in
necessary by the|place to detect
management, are|and prevent
done. Internal |non-compliance
audit  coverage |with policies
extends to
compliance
review.
Accounting
policies and
principles
followed are
stated in the
'Notes to
accounts' in the
financial
statements.
Circulars/email
issued for closure
of financial
transactions are
shared. Internal
audit is done by
professional firms
and Internal Audit
Reports identifies
the issues
observed.
Annual review is
done by Statutory
Auditors.
Entity |[Review of|Absence of an|Various Ensure that all|Appropriatenes [100% |As and
Level Related Party|appropriate compliances related parties,|s of disclosure when
Controls |Transactions |mechanism oflunder  different|including of related party
related party |statutes in|individuals, transactions
transactions relation to|entities, and
identification can|transactions with|key
lead to regulatory|a related party|management
non-compliance |(transfer pricing|personnel,
and / or financial |related identified and
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Entity Level Controls

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
misstatements.  [compliance and|appropriately
return filing) are|disclosed.
verified. Audit Check whether
Committee  and|,g|ated party
Board  approval|{ransactions
are taken for|pave been
related party |assessed  for
transactions. materiality and
are material
transactions
adequately
disclosed.
Is audit
committee
approval  and
board approval
obtained for
related  party
transactions.
Entity  |Internal Audit |A robust system|The Internal Audit|{Ensure that|Appropriatenes |100% |Ongoing
Level of monitoring |function is led by|audit objectives|s of Internal
Controls through periodic|and staffed with|aligned with the|Audit

internal audits or

control Self
Assessments has
not been
established.

qualified,

competent
personnel  with
appropriate
professional
credentials and
designations. For
purposes of
independence,
Internal Audit
reports

functionally to the
Audit Committee
of BOD and
administratively

to the CFO, who
approve the

organization's
goals and risks

Verify whether
scope of
internal audit is
adequately
defined and
documented
Ensure that
internal  audit
function is

independent
and free from
undue influence
or conflicts of
interest

Check whether

25




Internal Audit Checklist

data privacy.

Check whether
the IT policies
are in
compliance

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
annual audit plan. |the auditor
Internal Audit|possesses the
completes an|necessary
annual risk | skills,
assessment and|knowledge, and
audit plan and|qualifications to
provides periodic|perform  their
updates of its|duties
activities to|effectively
executive
management and
the Audit
Committee.
Entity  |Information Company IT policies and|Ensure that IT|Existence of IT|100% |Quarterly
Level technology infrastructure and|practices are|policies  cover|Policies  and
Controls |controls IT systems being|properly all relevant|Procedures
used for{documented and|areas, such as
fraudulent communicated to|information
activities thereby|achieve security, data
affecting the [consistency privacy, IT
reputation  and|across business|governance, IT
increasing  the|units. Policies are|asset
legal risks |communicated to|management,
attached. users via the|acceptable use,
Company Intranet|and  disaster
and policy |recovery.
updates  are|verify if the IT
approved policies in
annually by lalignment  with
management. the
Adequate organization's
measures are | gverall
taken to protect|p,siness
sensitive objectives and
information  and | sk appetite.
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Entity Level Controls

Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
with  relevant
laws,
regulations,
and  industry
standards
applicable  to
the
organization's
operations

Entity  |Information &|In the absence of|There are |Control Appropriatenes |100%  [As and

Level Communicatio |clear properly identified |evidence s of grievance when

Controls |n-External communicating  |communication  |required: mechanism for

Communicatio |channels for|channels (email {Dedicated third parties
n external parties,|ids) for  third|email id created
employee/ parties under|to register
management grievance complaints;
malpractices may [mechanism. details
not come to light, available  on
may have a company
reputation  risk website.
with  respect to Ensure  that
third parties. email ids are
created
specifically  for
addressing
third party
grievance.

Verify whether
the email id is
made available
in the company
website.

Ensure that
ethical

considerations
are prioritized
in all external
communication

efforts.
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Final | Sub-process |Risk Description Control Test Attributes |Sample| Control
Performed tested size |Frequency
Verify whether
key personnel
are trained to
handle  crisis
communication
effectively;
Entity  |Information &|Risk events, [Formal Control Existence of an{100%  [Monthly
Level Communicatio |exceptional and|communication |evidence approved
Controls [n-Management |unusual  events|process required: MIS/Dashboar
Oversight remain established  for|Procedure on|d
unreported to the |escalating Communication
management and |disruption to|Protocol, MIS
hence the risk|operations, Ensure that a
management occurrence of risk | formal
framework is not|events and any|sommunication
duly enhanced. materigl process is
exceptional established for
event.  Periodic|gscalating
MIS /  Dash|gisruption  for
Boards, operations.
h|gh||ght|ng of all Verify whether
exceptions. .
Board meetings there is an
95| established
management o
. . communication
review discusses
. protocol for
discuss unusual| .
different types
events. Monthly : .
of information
MIS prepared by (e financial
the Senior .g.,. '
operational,
Manager "|strategic)
Finance gie.
department ig|Ensure that the
reviewed and |monthly MIS is
approved by the|reviewed and
CFO, Chairman & |approved by
Managing the Senior
Director. management.
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Checklist 3

Business Controls Diagnostic

Process Sub- Risk Description Control Control Test Performed
process Owner
Business | Respective | Risk  of  non- | Whether the entity has | Business | Review of all the Risk
Controls | sub- identifying  'what | prepared Risk Control | Head /| Control Matrix and ensure
process can go wrong' in | matrix covering all | Vertical its ~ completeness  and
each sub-process. | risks (strategic, | or accuracy and critically
operational, financial, | Segment | evaluating the controls that
compliance, efc.,) and | Head. is place and making
ensure  that  risk effectively.
mitigation  measures
are operating
effectively.
Business | Controls Risk of controls | To review the control | Each Review all the controls
Controls not being effective | objectives  critically | process- | critically and check whether
and efficient. and take steps to | owner it is sufficient to cover the
modify the  control risk envisaged.
activity to make it
more effective. with
the approval of the
appropriate
authorities.
Business | Designing | Risk of ineffective | Process walkthrough | Each Walkthrough of all the
Controls designing or | of each sub-process | process- | processes and  review
designing gap. and analyse whether | owner design gap.
there is any gap in
internal control
designing, then
document the same.
Business | controls Risk of ineffective | There is tracker of all | Internal Follow up of all pending
Controls controls not | in effective controls | Auditor issues and corrective action
addressed. and step has been
taken to address it.
Business | Policies Risk of | There has to be a | Each To check whether all the
Controls | and inconsistency  in | Standard  Operating | process- | steps given in the Standard
procedures | applying the | Procedure for all the | owner Operating Procedure are
policies and | sub-processes and the followed.

procedures.

same needs to be
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Process Sub- Risk Description Control Control Test Performed
process Owner
complied with.
Business | Standard Risk of Standard | To ensure  that | Each Periodicity of revision of
Controls | operating Operating Standard  Operating | process- | standard operating
procedure | Procedure being | Procedure is updated | owner procedure. Further, review
irelevant and not | periodically and the new risks and controls
in line with Board of | environment and check
changed Directors | necessary changes are
circumstances. made to the SOP.
Business | Ineffective | Risk of ineffective | All ineffective controls | Process All the remediated Internal
Controls | controls controls not being | need to be reported to | Owner controls should be checked
remediated. the management and in the subsequent quarter to
a mitigation  plan verify. operating
should be designed by effectiveness.
the process owner and
agreed upon with the
internal auditors.
Business | Manual Risk of manual | Desirable to have | Process To review all manually
Controls | controls intervention at | more preventive and | Owner tested or manually
various control | IT  controls  than dependent  controls  to
points. manual interventions. explore automation
To explore automation opportunities and provide a
opportunities and plan of action to the
check how the same management.
can be implemented.
Business | Process Risk  of non- | The internal auditor | Process All mitigation plans are to
Controls | Gaps reporting of Gaps | should have a | Owner be approved by the Board of
to the | comprehensive list of Directors for their
management by | gaps in the processes compliance.
the process | and also suggest the
owners. mitigation plan.
Business | Action Risk  of non- | To ensure that the | Process Review of the internal audit
Controls | taken compliances or | internal audit reports | Owner reports  verify  remedial
gaps not being | are discussed with action taken.
addressed to. Management for their
action plan.

30




Checklist 4

Financial Statement Closure Process

Process Sub- Risk Control Test Performed Attributes Sample
process Description tested size
Schedule  of |Closing Risk of | The Management | Whether a |Existence  of |4 for
preparing Schedule accounting should come out |proper communication | monthly
financials remaining with a schedule | communication activities, 2
unclosed  or [of closing the |is done by the for Quarter
not completed |books of | Management activities, 1
unless there is |accounts: say Director for  semi-
a formal |illustrative  list: [(Finance)  or annual and
process  for |a. All month end |CFO Office to all 100%  for
formal closing |activity - by 7th of |the Finance and Annual
of accounts at [the next month; |Accounts activity.
the month end/ |b. All Quarter end |division or to
Quarter end. activities - by |service provider
10th of the next |about the
quarter beginning |closure process.
month.
To also ensure
that the closure of
accounts  period
is aligned to
regulatory
requirements like
SEBI LODR
Requirements for
listed companies
or Group
company norms.
Schedule of |Closing Risk of ledger |1. Obtain |a. Whether Correctness [/ |4 for
preparing Schedule balances not |reasonable there is list of |Accuracy  of |monthly
financials being updated |assurance about [reconciliations |the ledger |activities, 2
and Risk of |whether the [required to be |balances. for Quarter
material Financial prepared. activities, 1
misstatement | Statements as a |p. Whether the for  semi-
of financial {whole are free |reconciliations annual and
results. from material |are  reviewed 100%  for
misstatement, (maker-checker Annual
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Process

Sub-
process

Risk
Description

Control

Test Performed

Attributes
tested

Sample
size

whether due to
fraud and error.

2. Preparation
and Review of
Reconciliation
statements
relating to
(illustrative list is
given as under):
a. Bank
Reconciliation
Statement;

b. Reconciliation
GST.

c. Reconciliation
of inter-company
transactions
within the Group;
d. Stock
Reconciliation.

concept)  with
delegated
authority.

c. Whether
there is an
action plan for
the items
pending in the
reconciliation
and appropriate
accounting
treatment  has
been provided.

activity

Schedule of
preparing
financials

Closing
Schedule

Risk of non-
compliances
with applicable
financial
reporting
framework.

To ensure
whether the
Financial

Statement is
prepared and
presented,

keeping in mind
all the material
aspects, as per
financial reporting
frameworks  as

applicable.

To do an
assessment
whether
considering  the

requirement  of
relevant financial
reporting
frameworks:

Checking of
disclosures and
alignment to
financial
reporting
framework.

Compliance
with  financial
reporting
framework

100%
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Financial Statement Closure Process

Process

Sub-
process

Risk
Description

Control

Test Performed

Attributes
tested

Sample
size

That such
Financial
Statements
appropriately
disclose the
important
accounting
policies that are
selected and
subsequently
applied.

That the
accounting
policies which are
selected and
subsequently
applied are in
conformity  with
the relevant
financial reporting
framework.

That the
accounting
estimated  which
are  made by
management are
rational.

That the
information
presented in
financial
statement is
reliable, relevant,
understandable,

and comparable.

That the Financial
Statement
disclosure allows
the users of the
Financial
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Process Sub- Risk Control Test Performed | Attributes Sample
process Description tested size
Statement to
property
understand  the
impact of material
event and
transaction on the
information that is
conveyed in
Financial
Statements.
Schedule of |Closing Risk of non- |The checklist can |Checking of |Compliance 100%
preparing Schedule compliances be used to |disclosures and |with regulatory
financials with regulatory | conduct self- |alignment to | requirements
requirements | audits and |[regulatory
on specific |identify areas |requirements
disclosures. where they are |like SEBILODR.
not compliant
with regulations.
The checklist can
be updated
periodically to
reflect changes in
laws and
regulations.
Review of the |Material Risk  of a |Review by CFO |Review of the |Completeness |100%
financial Transaction | material of the financial |CFO notes and |and accuracy
Results transaction not |performance and |action being |of the financial
being reported |position including [taken to take |results.
or reported |cash flows and |corrective
incorrectly. noting down |action.
significant issues
and taking
corrective action.
Review of the | Variance Risk of a |Review of the |[Review of the |Completeness |100%
financial Analysis material Variance Analysis |[CFO notes and |and accuracy
Results transaction not |(on Quarterly / |action being |of the financial
being reported |Monthly | |taken to take |results.
or reported |Annually basis / |corrective
incorrectly. Budget Vs. |action.
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Financial Statement Closure Process

Process Sub- Risk Control Test Performed | Attributes Sample
process Description tested size
Actual) to enable
to understand
major
transactions.
Approval  for |Approval Approval of the |The Financial | Whether the | Ensuring 100%
publishing the |process financial statement may be |reviews  have |review is
results results without |reviewed at |been done with |comprehensive
being reviewed |various levels by |respective and approved
by CFO/Director, authorities and |before the
management. | Statutory Auditor, |the discussions |results are
CEO/ MD, Audit |are recorded in |declared.
Committee  and | minutes.
Board of
Directors.
Compliance | Protecting Risk of non- |a. All staff to be |Whether steps |Ensuring 100%
with the financial |compliance sensitised on |have been taken |compliance
guidelines on |information  |with SEBI [UPSI and PIT |to protect UPSI [with UPSI and
Unpublished [ which is |Regulations on |Regulations and |and PIT |PIT
Price classified as |UPSI and |obtain regulations. Regulations.
Sensitive price Prevention of |confirmation from
Information sensitive. Insider Trading [them in writing
(UPSI). Regulations that no price
(PIT). sensitive
information ~ will

be disclosed to
anybody, and if
done they are
personally liable.
b. Ensuring that

price  sensitive
information is
handled by senior
executives  and
documented in a
structured
manner.

c. Not permitting
electronic or hard
copies of the
information to be
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Process

Sub-
process

Risk
Description

Control

Test Performed

Attributes
tested

Sample
size

circulated
transmitted
unless.

approved
appropriate
authority.

or

by
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Checklist 5
Annual Operating Plan

Process Sub- Risk Description Control Test Performed Attributes
process tested
Annual Collection of | Risk of inaccurate | Business objectives | Check whether the | 1. Annual
Operating | Data for | data considered or | for the organisation | data considered for Operating
Plan preparation incomplete  data | are clearly defined | preparation of Plan
Annual taken into account | while considering | annual operating Template.
Operating for preparation of | the data to be | planis adequate and | 5 Projected
Plan annual  operating | requested for | accurate. Annual
plan. preparation of Revenue
Risk of non- | @awnual  operating | Check whether the Plan.
consideration  of | Plan. factors. in the 3. Projected
economic factors / | Correctness of | operating monthly
current and future | various factors | €nvironment in which expenditure
market conditions | considered are | the entity operates budget.
while considering | verified and any | have been
the requirements in | modifications to be | considered and | 4 Annual
the annual | made to the plan | current and future Manpower
operating plan. are verified and | Market  conditions Cost.
approved. have also been | 5. Projected
Realistic taken into Interest
expectations  are consideration  while Cost.
set for the | preparing annual
organisation to | operating plan.
achieve its
objectives.
Inputs are
requested in a pre-
defined format, for
preparation of
annual  operating
plan  for every
financial year.
Preparation | Risk of inaccurate | Summarise the | Check whether | 1. Draft Annual
of  Annual | preparation of | annual  operating | opinions and inputs Operating
Operating annual  operating | plan prepared to | of every department Plan.
Plan plan i.e. | the teams and | heads have been
preparation done | leaders in  the | taken into account
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Process Sub- Risk Description Control Test Performed Attributes

process tested

based on collection | organisation to | while preparation of

of inadequate or | ensure everyone is | annual operating

inaccurate on track. | plan.

information.

Risk of not | While outlining the | Check whether

considering the | @annual  operating | annual operating

basic and main | Plan  preparation | plan is prepared and

objectives of the | Process, take | communicated  to

organisation in | special note of | every department for

preparation of | potential achievement of

annual  operating | roadblocks — that | objectives.

plan. might hinder the

Risk of setting process.

unrealistic ~ goals | Consider the time

and  expectations | constraints  that

while  preparing | Might affect the

annual  operating | annual  operating

plan which lead to | Plan process.

not meeting those | Communicate the

expectations. information

Risk of not taking | acquired to the

into account the | respective

expertise of | department heads

department heads | for preparation of

in the preparation | @nnual  operating

of annual operating | Plan-

plan.
Review of | Risk of not | Unified Check whether | 1. Reviewed
Annual reviewing the basis | collaboration with | annual operating Annual
Operating and validity of | stakeholders is a | plan prepared is Operating
Plan assumptions made | key step in the | reviewed by the key Plan.

in preparation of | preparation of | stakeholders in the | 5 Minutes of

annual  operating | annual  operating | organisation. the meeting

plan. plan process and | check whether basis in which the

Risk of  not | Stakeholders and validity of the Annual

reviewing the data | Should review the | gata is  reviewed Operating

considered in the | @nnual operating | \yhile preparation of Plan is

preparation of | Plan prepared. annual  operating reviewed

annual  operating | Strategic plans | plan. periodically.
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Process Sub- Risk Description Control Test Performed Attributes
process tested
plan. should align with | Check whether
Risk of  not | @awnual  operating | assumptions made in
reviewing whether plan without being | preparation of
objectives of the redundant. annual operating
organization as a | Set up parameters | Plan is adequate to
whole have been | to  ftrack  and functiclmin.g of the
considered in | measure and | organisation.
preparation of | review the
annual  operating | achievement of
plan. objectives of
organisation as per
the annual
operating plan
prepared.
Approval of | Risk of annual | The Chief Financial | Check whether the | 1. Final
Annual operating plan | Officer (CFO) and | annual operating Approved
Operating being not approved | the Chief Executive | plan is reviewed and Annual
Plan or presented | Officer (CEQ) | vetted before the Operating
before audit | reviews and | Audit Committee and Plan.
committee or board | presents the Draft | Bboard of Directors | o Minutes of
of directors. Annual  Operating | for consideration. Audit
Risk of not | Planforapprovalto | check whether any Committee
completing the | the Audit | revisions or changes where
preparation of | Committee  and | g qgested by the annual
annual  operating | Board of Directors, | augit Committee or operating
plan before Wh? reviews .the Board of Directors plan have
beginning of next | Major assumptions | haye been made. been
financial year | considered in the | . .okl the presented
including approval | Preparation — of | operating for
of the same. | annual operating plan for the financial approval.
Risk  of  non- | Plan. year  after  all | 3. Minutes of the
approval of annual | Based on Draft | necessary changes meeting
operating  plans | Annual Operating | 35 communicated with the
lead to lack of | Plan being | have been duly Board  of
awareness among | prepared the Audit | raviewed and Directors
the audit | Committee or | approved. where
committee Board of D|r(.ec.tors Check whether the approval of
members or board | suggest revisions | annual
of directors about | or changes, if any final approved i
’ ' | annual  operating operating

the plan being

for achievement of
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Process Sub- Risk Description Control Test Performed Attributes
process tested
prepared and | objectives of the | plan is in line with plan  have
achievement of | organisation. the overall objectives been made.
objectives. Audit  committee | Of the organisation. Changes
Risk of unapproved | and  Board  of communicat
or  unauthorised | Directors approve ed by the
annual  operating | the Final Annual Board of
plan lead to | Operating Plan Directors to
material omissions | though a board be made to
in the plan being | resolution. the annual
prepared or leading | The approved operating
to unplanned | annual  operating plan.
expenditures plan  shall  be
during the year and | communicated to
financial strains. the department
Risk of department | heads.
head not aware of
the approved
annual  operating
plan
Monitoring Risk of not | On a monthly basis | Check whether | 1. Final
and Review | monitoring the | as part of Monthly | annual operating Approved
of  Annual | annual operating | Information System | plan prepared s Annual
Operating plan  periodically, | (MIS), the Annual | being  periodically Operating
Plan lead to  non- | Operating Plan | monitored and Plan.
achievement  of | should be reviewed | reviewed by the | o variance
objectives stated in | and monitored for | management. Analysis
the annual | the objectives | check whether prepared.
operating plan. which are achieved | yariance analysis is " Deviations
Risk  of not | and which are yet | prenareq for identified
preparing variance | {0 be achieved. monitoring from the
analysis with the | Annual Operating | deviations and Annual
objectives set out | Plan should be | analysing the same Operating
in the annual | periodically in the annual Plan during
operating plan and | reviewed to factor | operating plan the  period
what have been | in  unanticipated | prepared. and
achieved. occurrence of | Check whether implementati
Risk  of  not | events in  the | ynanticipated events on of
addressing  the | organisation  that | jn  the  business corrective
unanticipated lead financial | quring the period is actions.
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Annual Operating Plan

Process

Sub-
process

Risk Description

Control

Test Performed

Attributes
tested

expenditure

occurring  during
the year which are
not part of annual
operating plan may
lead to adverse
effects on the
organisation.

Risk of not
monitoring the
annual  operating
plan  periodically
may lead to
operational

difficulties.

strains  in  the
organisation  and
act as hindrance to
achievement of
objectives set out
in the initial annual
operating plan.

The CFO and CEO
monitor and review
the annual
operating plan and
presents the same
to the Audit
Committee and
Board of Directors
for their review and
advice.

Variance analysis

should be prepared
for deviations from

the annual
operating plan and
should be
addressed for
effective

achievement of
objectives.

factored in  the
annual operating
plan prepared and
necessary approvals
have been received
for the same.

Check whether
annual operating
plan is being
reviewed and

presented to board
of director for review
and their advice.

Check whether
corrective action is
taken for variances
identified.
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Checklist 6

Management Information System

Final Sub- Risk Description Control Test Performed Attributes
process tested
Management | System Absence of formally | There is a well- | Check whether: Existence of a
Information | Governance | laid down policy for | defined MIS i) There is a well- well - defined
System and Strategy | MIS. governance defined Mmis | MIS
framework with governance
clear roles and | framework  with
responsibilities clear roles and
The  organization | response-bilities.
has an MIS strategy | ii) The  MIS
aligned with its | strategy is
business goals and | aligned with its
objectives. business  goals
Policies and | and objectives.
procedures  for | jiiy Policies and
managing the MIS | procedures  for
lifecycle is clearly | managing  the
documented. MIS lifecycle is
documented.
Management | MIS Design | MIS does not meet | The MIS system is | Ensure that: | Appropriateness
Information | and the organization’s | designed to meet | i) The MIS system | of the MIS
System Development | requirement the organization's | is designed to
reporting and | meet the
analysis organization's
requirements and | reporting and
user's analysis
requirements, and it | requirements.
is well-documented | ii) User
(including the data | requirements are-
flows and | documented, and
processing logic). was there user
involvement
during the
designing phase.
iii) The data flows
and  processing
logic is clearly




Management Information System

Final

Sub-
process

Risk Description

Control

Test Performed

Attributes
tested

defined
documented.
iv) Adequate
controls are
embedded in the
system design to
prevent  errors
and fraud.

and

Management
Information
System

Reporting
and Analysis

Inaccurate/Untimely
MIS Reporting

Templates and
Timelines for MIS
Reporting are
standardized. MIS
reports cover the
overall organization
and each function.

Check
i) The
reports
generated
accurately and on
time.

ii) Reporting
templates are
standardized and
consistent across
the organization.
i) There is a
process for
validating report
results  against
source data.
iv) The MIS
covers the overall
business and
each  business
function.

whether:
required
are

Accuracy of the
MIS

Management
Information
System

User
Training and
Support

Effective use of

MIS

Training are
provided to users
on using the MIS
system. The details
of the helpdesk or
support channel are
available for
addressing  user’s
issues and is also
communicated  to

Check  whether
the users are
provided with
training on using
the MIS system
effectively  and
there is
a helpdesk or
support  channel
available for

Effectiveness of
the MIS
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documentation  of
how the MIS aligns

with each
requirement  and
control. Regular

training is provided
to employees about
the importance of

compliance and
data protection.
Logging and
tracking user
actions,  periodic
audit trail reviews
and restricted

access to audit logs
are also ensured.

ii) Audit trails are
maintained to

track user
activities and
system changes.
iii) Security

assessments  or
vulnerability tests
are  conducted
regularly.

Final Sub- Risk Description Control Test Performed Attributes
process tested
users. addressing user’s
issues.
Management | Compliance | MIS System is not | There is an up-to- | Verify  whether: | Appropriateness
Information align with to the | date documentation | i) The MIS system | of the MIS
System relevant laws and | of all applicable | align with relevant
audit trail of user's | laws, regulations, | laws, regulations,
activities is  not | and standards | and industry
tracked. applicable and clear | standards.
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Checklist 7
IT Internal Controls

Process | Sub-process Risk Control Test Performed |Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
Governance, |Policies, Absence of IT|Do corporate (1. Identify the IT
Management |Standards and|controls at the [policies and |control
& Technical |Procedures  |Governance |standards that|environment of the
Controls level would|describe the need|organization,
lead to loss of|for IT controls exist |Whether  Policy,
effective Standards  and
information Procedures
management existing the
and  security Organisation.
principles, 2. Check for IT
policies, and Security  Policy
processes document
deployment in including Values,
the Philosophy,
organisation. Management
style, IT
awareness,
Organisation,
Policies,
Standards.
3. Check for
evidence of
performance and
compliance
metrics that
demonstrate
ongoing
support  for T
Security
framework.
Governance, |Policies, The Board of|Determine whether|1. Examine how
Management |Standards and |Directors have|the Board of|Governance
&  Technical |Procedures the primary | Directors have|controls, IT
responsibility |reviewed and |Policies and




Internal Audit Checklist

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
Controls as keepers of|approved IT policies |Standards are
the mandated in the
Governance organisation -
Framework of either by the
which IT entire Board of
Controls are a Directors or a
part. Board committee
in conjunction with
the organization’s
executive
management.
Governance, |IT Security | Information Does the |Establish the
Management |Management |Security organisation  have|existence of the
& Technical Management |Information Security|ISMS  document
Controls System needs|Management availability  within
to be top|System (ISMS) the  organisation
driven, there and review it in
needs to be detail
adequate
Leadership
and Top
Management
support
Governance, |IT Security |Lack of IS Policy |Alignment
Management |Management |alignment established in line|between ISMS
& Technical between ISMS|with Org obj, int with|and
Controls and Org processes, | Organisational
Organisation  |resources, goals and
Goals &|supporting, comms, |objectives need to
Objectives will|Cl, etc) be checked with
lead to non- respect to:
fulfilment  of 1. Internal
business business
needs in an objectives and
effective requirements:
manner 2. Requirements
specified in
contracts and
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IT Internal Controls

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
service level
agreements
(SLAs) of the
Company
3. Compliance
requirements
defined in
legislation and
regulations.
Governance, |Regulations &|Compliance to|What legislation|1.  Check for
Management |Compliance |legislation of|exists that impacts|compliance with
& Technical the country|on the need for IT|industry specific
Controls where the [controls and has the |laws and
organisation is|Management taken|regulations  and
situated is a|steps to ensure|compliance  with
mandatory compliance with this |Digital ~ Personal
requirement  |legislation? Data  Protection
that cannot be Act, 2023 or
compromised General Data
Protection
Regulation
(GDPR) that

require protection
of personal data
that detail specific
information
security
requirements2.
Check for
telecommunicatio
ns regulations that

specify

regulations to be
complied with.
3. Examine laws
that relate to
relate to  the
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Rapid Application
Development, etc.
Compliance  with
ISO/IEC

27001:2022

Information
Security,
Cybersecurity and
Privacy Protection
(Refer Rule 8:
Reasonable
Security Practices

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
admissibility  of
electronic
evidence that
organisations
should be aware
of regarding the
collection of
evidence during a
security incident.
Governance, |Technical Absence of|Examine how IT|Examine the
Management |Controls standards and|management  has|overarching set of
& Technical methodology |defined  standards|standards &
Controls adoption ~ forjland adopted a|methodology the
Software  Life|methodology organisation
Cycle governing the |adopts for
Management |process of|Software  Project
will affect|developing, Management and
reliability and|acquiring, Software
integrity of |implementing, and|development.
information maintaining Examples include
assets information systems |Prince2,
and related |traditional
technology. Waterfall
methods, Agile
methodology,

48




IT Internal Controls

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
and Procedures).
Governance, |Technical Absence of|Determine if IT|The standards
Management |Controls standards, management  has|and  procedures
& Technical methodologies |adequate standards|should cover all
Controls and and procedures for:|aspects of IT, viz.,
procedures for|Systems Organisation &
Software Life|development Management,
Cycle Program change|Physical &
Management |control Environment
will affect|Data Centre|Control,  System
reliability and|operations Software &
integrity of|Data Base |Infrastructure
information administration Controls, System
assets Direct Access |Development
Storage Devices |Controls and
(DASD)management |Application-based
(Disk  Subsystem)|controls
Performance
monitoring
Capacity  planning
Network
administration
Information security
Contingency
planning/disaster
recovery
HR Roles &|Segregation of|Lack of|1. Check whether all|1. Is the allocation
Responsibiliti |Duties oversight  or|the relevant|of responsibilities
es the lack of|responsibilities for{compatible  with
segregation of|IT controls been|the need to apply
duties  rules|allocated to|division of duties?
within an|individual. 2. Are IT
organisation  |2. Conflicting duties [responsibilities
will increase|and areas of |documented?
the risk  of|responsibility shall|3. Are IT control
fraud, as in the|be segregated to|responsibilities

case when a
single person

reduce opportunities
for unauthorized or

communicated to
the whole
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- Special checks
should be
performed to see
whether there is
any duplication of
work pointing to
improper
segregation of
duties, especially
in Quality
Assurance,
Procurement,
Finance, Supply
Chain, etc.,

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
performs every |unintentional organization?
financial modification or|4. Do individual
function. misuse  of  the|role holders
organization’s clearly understand
assets. their
responsibilities in
relaton to T
controls?
5. Does internal
auditing  employ
sufficient IT audit
specialists to
address the IT
control issues?
HR Roles &|Information Inadequate All information|- Each function or
Responsibiliti |security roles |mapping of |security department being
es and roles with the|responsibilities shall|assessed should
responsibilities |organisational |be defined and|be checked for
structure allocated. availability of a
creates well-defined  Org
overlapping Structure and
and confusing Roles &
execution  of Responsibilities
activities definition.
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IT Internal Controls

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
functions.
Mobile &|Mobile Device|Absence of alA policy and|There is a need to
Teleworking |Policy mobile device [supporting security |check the
security policy|measures shall be|following:
can lead to|adopted to manage|1. Acceptable use
security the risks introduced|policy for mobile
incidents and|by using mobile|devices;
other potential|devices. 2. BYOD, CYOD
costly Bring Your Own|(choose your own
problems that|peyice (BYOD)|device), etc
may lead 1o|policy may be laid|Policies and
data breaches|qown to  given|restrictions of use.
if  employees|gmployees to use|3- Mobile security
aren't aware of | yersonal devices for|Policy related to
the risks when |yyork related |User registrations,
using activities. regular  updates,
technologies etc.
improperly.
Mobile &|Teleworking |Several risks|A policy ~ and|Check the policy
Teleworking associated supporting  security |54
with measures shall be |implementation
Teleworking /|implemented to|thereof.
Remote protect information
working accessed,
include: processed or stored |If any
Accessing at teleworking sites. |discrepancies and
Sensitive Data report thereto.
Through
Unsafe  Wi-Fi
Networks,
Using Personal
Devices for

Work, Ignoring
Basic Physical
Security

Practices  in
Public Places,
Email Scams,
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
Cyberattacks
on  Remote-
working
Infrastructure,
etc. A robust
policy
addressing
these risks
would lead to
safe  working
operations  for
all types of
employees.
Access Policies  and|Poor  access|Access control{1.  Verify  that
Control Procedures  |control can|policy - An access|Access  Control
expose the|control policy shall|policy limits
organization to|be established, |access to
unauthorized |documented and |information
access of data|reviewed based on|systems and
and programs, |business and |network  systems
fraud, or the|information security |to authorised
shutdown  of|requirements. personnel only
computer Access to networks|2. Verify that IT
services. and network |and facility
services - Users|personnel are
shall only bejaware  of the
provided with|applicable
access to  the|policies.
network and
network  services
that they have been
specifically
authorized to use.
Access User Access|Risk of{1. User - Ensure that
Control Management |information registration and de-|terminated users
being registraton - Alare promptly
accessed formal user|removed. Obtain
without the|registration and de-|a current user
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
appropriate registration process |account list for all
authorisation, |shall be|systems and cross
unlawfully and|implemented to|reference it with
the risk of alenable assignment|current payroll or
data breach. |of access rights.|human resource
2. User access|data. Any users
provisioning - A|not found in the

formal user access
provisioning process

shall be
implemented to
assign or revoke

access rights for all
user types to all

systems and
services.

3. Management of
privileged  access
rights - The

allocation and use
of privileged access

rights  shall  be
restricted and
controlled.

4. Review of user
access  rights -
Asset owners shall
review users’
access rights at
regular intervals.
5. Removal or
adjustment of
access rights - The
access rights of all
employees and
external party users
to information and
information

processing facilities

payroll or human
resource files.

-Check User
profiles are
defined in system.
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
shall be removed
upon termination of
their  employment,
contract or
agreement, or
adjusted upon
change.
Access User Poor Use of  secret|Secret
Control Responsibilitie [management |authentication authentication
S or  improper|information - Users|information is a
allocation  of|shall be required to|gateway to access
authentication |follow the|valuable assets. It
information organization’s typically includes
may result in|practices in the use|passwords,
unauthorised |of secret|encryption  keys
access to|authentication etc. so needs to
information information. be controlled
systems and in through a formal
loss of management
confidentiality. process and
needs to be kept
confidential to the
user. This s
usually tied into
employment
contracts and
disciplinary
processes. Verify :
1. Documentation
of  Management
process,
2. Maintenance of
confidentiality
3. Disciplinary
processes
Access System  and|lack of System|1. Information|1. Determine the
Control Application and access restriction -|application  and
Access Application Access to|system level Login
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
Control Access information and |procedures.
Controls  can|application system
result in risks|functions shall be(y petermine the
like Software|restricted inlyser data and
attacks, ~theft|accordance with the|roles assigned for
of intellectual|access control | 3qmin and
property, policy. privileged access
identity  theft,|2. Secure 10g-0n{and how the user
theft of |procedures - Where|jg/passwords  for
equipment orirequired by the|these types of
information,  |access control | 3ecess are
sabotage, policy, access 10|maintained  and
information  |systems and|kept confidential.
extortion  and|applications shall be|3  Examine how
many others. |controlled by  a|granular are
secure log-on|application  and
procedure. transaction  level
3. Use of privileged|controls and how
utility programs - |tpey are
The use of utility implemented and
programs that might|\ynether the
be  capable  offyrocess is
overriding  system| gjiaple.
and application
controls shall be
restricted and tightly
controlled.
4. Access control to
program source
code - Access to
program source
code  shall be
restricted.
Physical Physical Physical 1. Physical security|Are the following
Security Security security perimeter - Security [access

represented by
the security of
personnel,

perimeters shall be
defined and used to
protect areas that

procedures in
place: -
Appropriate
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smartphones,
and video
surveillance

cameras, are

be designed and
applied.

6. Delivery and
loading areas -

any unauthorized
network
monitoring
software is strictly

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
hardware, contain either|granting and
programs sensitive or critical |discontinuance of
networks, and |information and |authorizations?
data, if not|information - Control over
protected can|processing facilities. |passkeys, keys?
result in|2. Physical entry|- Do post-
severe losses|controls - Secure|emergency re-
or harm to an|areas shall  be|entry procedures
enterprise, protected by |exist?
agency, or|appropriate  entry|- Do controls over
organization in|controls to ensure|entry by time of
terms of:|that only authorized |day exist?
1. Tailgating|personnel are|- Are  there
2. Theft of|allowed access. |specific
documents 3. Securing offices, |exclusions to
3 rooms and facilities [policy?
Unaccounted |- Physical security|- Observe and
visitors for offices, rooms|inquire about the
4: Stolen|and facilities shall |physical security
identification |be designed and|of the Computer
5: Social |applied. Systems  room.
engineering  |4. Protecting against|- Are alarm events
There is alexternal and |logged and
need to|environmental routinely
Measure, threats - Physical|reconciled to
mitigate  and|protection  against|actual events?
monitor  this|natural  disasters, |- List any network
risk. Physical|malicious attack or|monitoring
security accidents shall be|packages  used
components  |designed and|along with the
connected to|applied. manufacturer and
the Internet,|5. Working in secure [version. Obtain a
such as RFID|areas - Procedures|list of the
key card door|for  working in|authorized users.
locks, secure areas shall|Determine that
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
common Access points such|prohibited and
targets forjas delivery and|that access to
hackers and|loading areas and|authorized
need to be|other points where|software is
protected unauthorized approved by IT
persons could enter{management.
the premises shall|- Determine

be controlled and, if
possible, isolated
from information
processing facilities
to avoid
unauthorized
access.

whether adequate
segregation of

duties exists
between those
responsible for the
day-to-day
network
operations  and
those responsible
for the network
monitoring
software and
access  controls.
- Assure that
access
authorization
procedures  are
used for all
persons
(employees,

contract workers,
security staff and
visitors) requiring

access to
sensitive  areas.
(Are  photo ID

cards or electronic
key cards required

for entry?)
- Analyze the
potential threat

posed by fires in
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

adjacent buildings
and areas.
- Are alarms
installed at all
potential entry and
exit points  of
sensitive  areas?
- Determine that

the physical
components of the
network are
properly secured.
This includes
wiring closets,
demarcation

blocks, patch
panels, cabling,
terminals and LAN
stations, as well

as the
communications
Processors.

- Review access
point control. Are
entry/exit logs
maintained? Does
electronic  and/or
video surveillance
equipment exist?

- Is the LAN file
server  housing
locked or

otherwise secured
to prevent removal
of boards, chips,
and the computer
system?

- Determine if the
plant utilizes a
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
"Certificate of
Understanding"
for all employees
with access to
Personal
Computers as
required by Policy.
This document
should be
distributed by the
LAN
Administrators  at
the plant to all
personnel.
Physical  &|Equipment Lack of|1. Equipment siting|1. Clear desk and
Environment |Security controls forjand protection  -|clear screen
Security equipment Equipment shall be|policy - A clear
security  can|sited and protected|desk policy for
lead to several|to reduce the risks|papers and
risks from environmental |removable storage
associated threats and hazards, |[media and a clear
with equipment|and opportunities for|screen policy for
malfunction,  |unauthorized information
breach of |access. processing
contractual 2. Supporting |facilities shall be
relations, utilities - Equipment|adopted.
industrial shall be protected|2. Review
espionage, from power failures|placement of
interruption  of|and other |water and
business disruptions  caused |drainage pipes to
processes and|by  failures  in|ensure they are
other threats|supporting utilities. |routed away from
that can|3. Cabling security -|operations areas.
damage an|Power and |Assess the
organisation's |telecommunications |potential for
ability to|cabling carrying |storage tanks to
perform  and|data or supporting|flood electronic
function. information services |equipment and the
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

shall be protected
from  interception,
interference or
damage.

4. Equipment
maintenance
Equipment shall be
correctly maintained
to ensure its

continued
availability and
integrity.

5. Security of
equipment and

assets off-premises
- Security shall be
applied to off-site

assets taking into
account the different
risks of working
outside the
organization’s
premises.

6. Unattended user
equipment - Users

shall ensure that
unattended
equipment has
appropriate
protection.

7. Clear desk and
clear screen policy -
A clear desk policy
for  papers and
removable storage
media and a clear
screen policy for
information

processing facilities

susceptibility  to
external flooding.
3. Review smoke
detection and
automatic fire
extinguishing
equipment to
ensure that it is
functional and that
it provides
adequate
protection.
ensure that
extinguishing
equipment is not a
sprinkler  placed
over each server.)
4.

6. Is
scheduled
preventative
maintenance  on
the components,
either by the LAN
administrator ~ or

(i.e.
fire

there

by the vendor
under a
maintenance
contract? Do
these procedures
meet the
manufacturer's
recommendations
?

7. If a

maintenance

contract exists for
routine  cleaning,
verify that the
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
shall be adopted.  |vendor has
honoured the
contract.
Operations  |Operational  |Standard 1. Documented | Verify that
security procedures operating operating Standard
and procedures procedures -|Operating
responsibilities | provide the |Operating Procedures exist
policies, procedures shall be|for each of the
processes and|documented and |functions and
standards made available to all [production, non-
needed for the|users who need|production
organization to|them. departments and
succeed. They|2. Change|that people are
can benefit a|management -laware  of the
business  by|Changes to the|documents and
reducing organization, process steps.
errors, business processes, |Also verify that the
increasing information SOPs are
efficiencies processing facilities [maintained under
and and systems that|strict  document
profitability, affect  information|and version
creating a safe|security shall be|control and that
work controlled. latest  versions,
environment  |3. Capacity [duly authenticated
and producing|management - The|are available for
guidelines forjuse of resources|use.

how to resolve

shall be monitored,

issues and|tuned and

overcome projections made of

obstacles. future capacity

Lack of SOPs|requirements to

would lead to|ensure the required

inconsistency |system

in  operations|performance.

of each of the|4. Separation of

above areas  |development,
testing and
operational
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d

environments -

Development,

testing, and

operational

environments  shall

be separated to

reduce the risks of

unauthorized access

or changes to the

operational

environment.

Operations  |Protection Malware Controls against|1. Check
security from malware |viruses malware - Detection, |whether the

piggyback on|prevention and |organisation
existing recovery controls to|regularly conducts
programs and |protect against|3rd Party
can only be|malware shall be|Vulnerability
activated when|implemented, Assessment and
a user opens|combined with|Penetration
the  program.|appropriate user|Testing  (VAPT)
These viruses|awareness. and takes
can corrupt or remedial actions
delete  data,|Controls againstfon the VAPT test
use the user's|Virus Protection |report
email to{1. Determine the|recommendations
spread, or|{level of virus |for reducing
erase protection external  threats
everything on|established on|2. Check also how
a hard disk.|servers and|the system
Some of the|workstations software and
risks 2. The monitoring of |application
associated infection being done [software versions
with malwares|by IS administration.|are kept updated
can be one of|3. Virus Application|3. Check how 3rd
the following:|should be updated|Party Application
1. Viruses and|on a monthly basis. |Development or
worms. are outsourced
malicious application
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
software development work
programs are checked for
(malware) Security
aimed at vulnerabilities
destroying an before these are
organization's deployed in the
systems, data production
and  network environments
2. Botnets 4. Check the
3. Drive-by methods of Virus
download Protection
attacks software
4. Phishing installation,
attacks. tracking and
5. Distributed resolution adopted
denial-of- in the
service (DDoS) organisation.
attacks
6.
Ransomware
7. Exploit kits
8.  Advanced
persistent
threat attacks
Operations  |Backup/Recov |Risk of major|{1. Whether the|1. Verify: LAN is
security ery disruption  of|organisation has [supported by an
business adequately uninterruptible
operations in|documented backup|power supply
case of{and recovery [(UPS).
business  will|procedures/plans/sc |2. Verify: Has the
not be able to|hedules for critical | UPS been tested
recover  the|sites. in the last year (to
data. 2. If procedures|test the
exists, backup |batteries)?
copies of|3. Verify: Has the
information, UPS been tested

software and system
images  shall  be

in the last year (to
test the
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and scheduled for
recovery based on
importance to the

operation?  Also
determine if the
recovery

sequence is
proper so that key
applications  can
be restored.

5. Are LAN files
backed up at
appropriate
intervals to ensure
the need to re-
enter data is
minimized?

6. To ensure that
the backups are
good and can be
used to recover
the system have
the System
Administrator:
Restore a file or
files from the
backup media.
(Restore a file to a

different location
and then check
the file)
7. Verify:

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
taken and tested|batteries)?
regularly in|4. For disaster-
accordance with an|recovery
agreed backup|purposes,  have
policy LAN applications
been  prioritized
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
a) Backup tapes
are properly
labelled and
organized.
b) Backup tapes
are stored
securely in a
fireproof safe and
not left in the
open.
c) Backup tapes
are secured off-
site.
8. Obtain a copy
of the insurance
policy that applies
to the LAN facility.
With the
assistance of
computer
insurance
specialists,
determine the
adequacy of the
LAN facility
insurance
coverage.
Operations  |Logging and|Centralised 1. Event logging -|1. Verify the
security monitoring Automated Event logs recording |Security Event
Event logging|user activities,|Log ~ Monitoring
allows an|exceptions,  faults |process followed
organization to|and information|in the
track and|security events shall |organisation.
understand all|{be produced, kept|2. Conduct an
the processes|and regularly |electronic audit of
that occur|reviewed. the logs  for
within a|2. Protection of log|indications  that
network of IT|information -|unauthorized
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
servers  and|Logging facilities |security-related
systems and log information |activities have
deployed. The|shall be protected|been attempted or
log of|against  tampering |performed on a
information and  unauthorized [system or
ensures  that|access. application  that
valuable 3. Administrator and |processes,
information is|operator logs  -|transmits or stores
preserved  to|System confidential
avoid the|administrator ~ and|information.
efforts of |system operator|3.  Verify  the
cybercriminals |activities shall be|security incidents
and potential|logged, and the logsjon a  sample
deletions  due|protected and|basis, if any, and
to a lack of|regularly reviewed.|check of
storage space.|4. Clock [documented  root
Security synchronisation  -|cause  analysis
incidents The clocks of all{and Corrective
related to|relevant informationjand  Preventive
external or|processing systems|actions taken to
internal threats [within an|mitigate future
could be[organization or risks
mitigated  with|security domain|4.  Check the
proper log|shall be|process of Clock
collection and|synchronised to a|Synchronisation
monitoring. single reference |through the
time source. organisation's
information
systems.
Operations  |Control of|Automation of| Procedures shall be[{1.  Check  for
security operational system  and|implemented to|availability of
software operational control the [Software

software is [installation of|Deployment tools
necessary as|software on|in the organisation
outdated operational systems. |and the
software might associated Group
not be able to Policy for software
withstand  an deployment.
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
up-to-date Examples include
cyber-attack. Microsoft SCCM,
Systems  will AWS Code
become more Deploy, Google
vulnerable to Cloud Deployment
ransomware Manager, or any
attacks, other remote
malware and deployment tools.
data breaches 2. Validate the
if  automated updates on the
procedures for software tool and
software check  whether
installation on latest versions are
operational being used.
systems  are
not
implemented
Operation Technical Risk of|1. Management of|1. Check whether
Security vulnerability  |fraudulent technical the organisation
management |activiies and|vulnerabilities -|regularly conducts
external Information  about|3rd Party
threats(Malwar |technical Vulnerability
e, SQL|vulnerabilities of|Assessment and
Injection, information systems [Penetration
Denial of|being used shall be|Testing  (VAPT)
Service, etc) to|obtained in a timely|and takes
the fashion, the|remedial actions
organisation . |organization’s on the VAPT test
exposure to such|report
vulnerabilities recommendations
evaluated and |for reducing
appropriate external threats.
measures taken to|2. Check whether
address the|the  organisation
associated risk. [restricts  software
2. Restrictions on|installation
software installation|through  policies

- Rules governing

and use of tools
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

the installation of
software by users
shall be established
and implemented.

like VMware
Airwatch, or any
other similar tool
that allows IT to
automate, control,
and secure
administrative
policies on
laptops, tablets, or
any other device
connected to the
organization’s
network.

Operation
Security

Information
systems audit
considerations

Risks of poorly
designed

business

processes, T
security  risk,
integrity  and
ethical risk,
human errors
and fraud risk.

Information systems
audit controls - Audit
requirements  and
activities  involving
verification of
operational systems
shall be carefully
planned and agreed
to minimise
disruptions to
business processes.

1. Check
availability
formal
Audit
within
organisation.

2. Check validity
of the scope of
Internal  Audit -
whether the
organisation
periodically
conducts  ITGC
and/or ISO 27001
audits

3. Review
Strengths,
Opportunities
Improvements
(OFIs) and non-
conformities and
whether
appropriate
actions have been
initiated from the

for
of
Internal
Schedules
the

for
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
last audit.
Communicatio |Network Risks of|1. Network controls|1. Check whether
n security security widespread - Networks shall be|the IT department
management |cyberattacks |managed and |of the organisation
and  degrade|controlled to protect|has implemented
network information in [preventive
performance |systems and |measures like
due to inability |applications. Network
of restricting|2.  Security  of|Segmentation &
the number of|network services -|Network Zoning
users in|Security based on Zero
specific zones. |mechanisms, Trust Architecture
service levels and|(ZTA).
management 2. Check the
requirements of all [policy and
network  services |deployment of
shall be identified|Firewalls, whether
and included injthe organisation
network  services|makes use of
agreements, |atest Firewall
whether these |technologies (For
services are|example, from
provided in-house or|Palo Alto
outsourced. Networks, etc.).

3. Segregation in
networks - Groups
of information
services, users and
information systems
shall be segregated
on networks.

3. Check whether
the company has
made
Documentation
and Network
Diagrams for all
segments and
locations making
maintenance and
traceability of
malfunctioning
devices  easier.
4. Check whether
the  organisation

69




Internal Audit Checklist

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
has provided for
redundancy in the
network to avoid
single point  of
failures. For
example, use of
Multi-Protocol
Label  Switching
(MPLS) and
Internet Lease
Lines (ILL) to
provide
redundancy to the
Fibre based WAN
services, etc.
Communicatio | Information Risks involved|1. Information|Check for
n security transfer in relation to|transfer policies and |availability of
the procedures - Formal [Policies on:;
confidentiality, |transfer policies, |a) Information
integrity  and |procedures and|transfer  policies
availability of|controls shall be in|and procedures.
the information place to protect the [b) Information &
and this will|transfer of |data flows and the
need to take|information using all|classification
into  account|types of |system used.
the type,|communication c) Agreement on
nature, amount |facilities. information
and sensitivity|2. Agreements on |transfer
or information transfer|addressing  the
classification |- Agreements shall|secure transfer of
of the|address the secure |business
information transfer of business|information
being information between |between the
transferred. the organization and|organisation and
external parties. [external  parties.
3. Electronic|d) Electronic
messaging -|messaging  and
Information involved |protection of
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
in electronic|messages.
messaging shall bele) Confidentiality
appropriately or non-disclosure
protected. agreements.
4. Confidentiality or
nondisclosure
agreements -
Requirements  for
confidentiality or
non-disclosure
agreements
reflecting the
organization’s needs
for the protection of
information shall be
identified, regularly
reviewed and
documented.
Vendor Information Risk from|1. Information|1. Whether vendor
Management |security in|suppliers and|security policy for|reliability is
supplier vendors. supplier considered before
relationships |Absence of an|relationships -|purchasing  LAN
adequate Information security |hardware and
Supplier Policy |requirements for|software.
may lead to|mitigating the risks|2. Whether a
financial, associated with [service log is
environmental, |supplier's access to|maintained to
operational, the  organization's|document vendor
and legal risks. |assets  shall  be|support servicing.
agreed with the[3. Whether a
supplier and|service log is
documented. maintained to
2. Addressing |document vendor
security within |support servicing.
supplier agreements
- All relevant

information security
requirements  shall

4
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

be established and
agreed with each
supplier that may
access, process,
store, communicate,
or provide IT
infrastructure
components for, the
organization’s
information.

3. Information and
communication
technology  supply
chain - Agreements
with suppliers shall
include require-
ments to address
the information
security risks
associated with
information and
communications
technology ser-vices
and product supply
chain.

Vendor
Management

Supplier
service
delivery
management

External risks
like  Process
disruptions,
Intellectual
property theft
and Non-
compliance
with regulatory
security
standards.

1. Monitoring and
review of supplier
services

Organizations shall
regularly  monitor,
review and audit
supplier service
delivery.

2. Managing
changes to supplier
services - Changes
to the provision of
services by

1. On a sample
basis, select LAN
hardware and
software
contracts.
Whether
support
requirements are
clearly  defined.
Whether product
licensing

restrictions is
clearly identified.

vendor
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
suppliers, including|2.  Obtain the
maintaining and|service log and
improving  existing [look for software

information security
policies, procedures
and controls, shall
be managed, taking
account of  the
criticality 0
business

information, systems
and processes
involved and re-
assessment of risks.

—h

or hardware that
has been subject
to numerous
problems and
vendor-assisted

support. Whether
management and

the users can
support or justify
the activity.
3. From the
sample of LAN
hardware and
software
contracts,
determine if the
vendor is reliable.
Such information
can be obtained
from trade
periodicals,
financial reporting
services (e.g.
Standard &
Poor's), trade

associations, and
MIS management.
4. Obtain a copy
of the negotiated
service level
agreement  from
the IS department
noting specific
performance

requirements.

Compare the
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data breaches
as a result of
outdated
inventory
information.
Also, it
become
difficult
remotely
manage IT
infrastructure.

will

to

maintained in the
inventory shall be
owned by the entity.
3. Acceptable use of
assets - Rules for
the acceptable use
of information and of
assets  associated
with information and
information
processing facilities
shall be identified,
documented, and
implemented.

4. Return of assets -
All employees and
external party users
shall return all the
organizational
assets in  their
possession upon
termination of their

PC is logged with
licenses and serial
numbers.

2. Check
availability of
Information Asset
Register with
records of all
assets

3. Verify:

a) Written
procedures for
keeping asset
inventory.

b) The inventory

procedures
identify who (title)
is responsible for
maintain-ing  the
inventory report.

c) The inventory

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
agreement  with
the performance
reports.
Asset Asset Improper  IT|1.  Inventory  of|1. Determine:
Management |Responsibility [Asset assets -  Assets|Whether there is a

Management |associated with [complete

can drive up|information and|inventory of the

insurance information following:

costs, can lead|processing facilities|Hardware:

to inability to|shall be identified|Computers, File

identify and an inventory of|Servers, Printers,

potential these assets shall{Modems,

savings, be drawn up and|Switches,

enhance maintained. Routers, Hubs,

performance |2. Ownership of|etc. Software: all

and  prevent|assets - Assets|software for each
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
employment, procedures
contract or|require regular
agreement. updating of the
5. Disposal  of|inventory report.
assets - 4. Unused
a) Whether there is|equipment is
a policy regarding|properly and
disposal of obsolete|securely  stored.
or badly damaged|5. Copies of the
asset. software and
b) Does the policy|hardware
require management|inventory - reports
approval of disposal[aré ~ stored  at
of the equipment. lanmther secure
. ocation.
c) Obtain .a c.op.y 6. On a sample
and determine if it| ~ .
has been reviewed .baS|S’ match the
and approved by inventory report to
actual  hardware
management. .
devices (Inventory
Record Accuracy
Checks-IRA), Al
of the hardware
present is properly
identified/tagged,
and located in the
proper place.
Asset Information Improper 1. Information shall|1. Check whether
management |Classification |Information be classified in|the organisation
(Data) Asset terms  of legal|has adopted a
Classification |requirements, value, |formal Information
can impact|criticality and |Asset
Confidentiality, [sensitivity to|Classification
Integrity  and|unauthorised method. The
Availability disclosure or|classification
related to|modification. method may
organisational |2.  Labelling  of|include:
operations, information - An|a) Identification of
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
assets,  and|appropriate set of|information assets
individuals. procedures for|(labelling),
Poor information labelling |b) Classification of
classification |shall be developed|information
systems  can|and implemented in|assets; by
lead to loss of|accordance with the|Confidentiality,
information in|information Integrity, and
areas like [classification Availability
Health and|scheme adopted by|(“CIA");
Safety, the  organization.|c) Determining
Financial Loss,|[3.  Handling  of|controls identified
Company’s assets - Procedures|and handling
Mission/Progra |for handling assets|methods adopted
ms and Public|shall be developed|based upon the
Trust. and implemented in |classification.
accordance with the |2. Check
information availability of
classification Information Asset
scheme adopted by |Register with
the organization. records of all
assets.
Asset Media Risk of both|1. Management of|1. Management of
Management |Handling reputational removable media -|removable media :
(Data) damage and|Procedures shall be|check
financial implemented for the |documented
losses. Errors|management of|procedures  and
in physical [removable media in|records related to
media transfer|accordance with the|a) authorization
could also lead|classification for the removal of
to cyber-|scheme adopted by|media from the
attacks using|the  organization.|company and a
the social|2. Disposal of media|record of these
engineering  [-Media shall  be|removals
route disposed of securely |maintained in
when no longer|order to preserve
required, using|the audit trail,
formal procedures.|b) Media storage :
3. Physical media|ln compliance with
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
transfer - Media|manufacturers’
containing standards, all
information shall be|media should be
protected  against|kept in a secure
unauthorized and safe
access, misuse or|environment;
corruption  during|c) Where
transportation. confidentiality ~or

integrity of data is
important, whether
cryptographic

techniques for
securing data on
removable media
is used,
d) whether
Multiple copies of
important data is
stored in different
media to further
reduce the
possibility of
accidental  data
damage or loss;
e) Process for
Registration of
removable media
2. Disposal of
Media Check
documented

procedures  and
records related to

a) Whether
Confidential media
is disposed safely
through, e.g. by
incineration or
shredding, or data
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

erasure

b) Procedures to
identify the items
that need safe
disposal

c) If opting for
media  collection
and disposal
services; care
must be taken to
select a suitable
external party with
adequate controls
and  experience;
d) In order to
maintain an audit
trail, the disposal
of confidential
items is being
logged.

e) Whether
contents of
reusable  media
that are to be
removed from the
organization
should be made
unrecoverable;

3. Physical Media
Transfer:  Check
documented
procedures  and
records related to

a) Reliable
transport or the
use of authorized
couriers;
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

b) Packaging to
safeguard the
content from any
physical damage
likely to occur
during transit and
to protect the
content  against
environmental
factors such as
exposure to heat,
humidity, or
electro-magnetic
fields which could
reduce media
recovering
efficiency.

c) Logs to be
maintained  with
details of the
media content,
date/ time of
transfer to location
and receipt at the

destination.

System
acquisition,
development,
and
maintenance

Security
requirements
of information
systems

Lead to the
development
unreliable

software prone
to external
threats and
vulnerabilities.

1. Information
security
requirements
analysis and
specification - The
information security
related requirements
shall be included in
the requirements for
new information
systems or
enhancements  to
existing information

Check
SDLC
methodology
adopted
specific

for the

with
inclusion
of application
security  needs.
Check how the
documentation of
security
requirements have
been carried out
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

systems.

2. Securing
application services
on public networks -
Information involved
in application
services  passing
over public networks
shall be protected
from fraudulent
activity, contract
dispute and
unauthorized
disclosure
modification.
3. Protecting
application services
transactions -
Information involved
in application
service transactions
shall be protected to
prevent incomplete
transmission,
misrouting,
unauthorized
message alteration,
unauthorized
disclosure,
unauthorized
message duplication
or replay.

and

System
acquisition,
development
and
maintenance

Security in
development
and  support
processes

Vulnerable to
external

threats and
lead to likely
disruption  of

business

1. Secure
development policy -
Rules for the
development of
software and

systems shall be

Check
validate
following:
1. Examine how
the security
requirements

and
the
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
operations. established and|captured in the
applied to|Analysis or Initial

developments within
the  organization.
2. System change
control procedures -
Changes to systems

within the
development
lifecycle shall be
controlled by the
use of  formal
change control
procedures.

3. Technical review
of applications after
operating  platform
changes - When
operating platforms
are changed,
business critical
applications shall be
reviewed and tested
to ensure there is no

adverse impact on
organizational
operations or
security.

4. Restrictions on
changes to software
packages -
Modifications to
software packages
shall be
discouraged, limited
to necessary
changes and all
changes shall be
strictly  controlled.

phases have been
addressed in the
design,
development,
testing
implementation
processes.
Special attention
to be given on
how the
organisation has
included
preventive
measures to block
SQL Injection,
Denial of Service
threats, etc. from
the external
environment

3. Check whether
3rd Party VAPT
testing has been

and

formally  carried
out on the
developed system
and remedial
actions initiated
and closed before
Go Live
4. Assess the
Change
Management
process to
ascertain how
changes have
been carried out

during
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

5. Secure system

engineering
principles -
Principles for
engineering secure
systems shall be
established,
documented,
maintained and
applied to any

information  system
implementation
efforts.

6. Secure
development
environment
Organizations shall
establish and
appropriately protect
secure development
environments for
system development
and integration
efforts that cover the
entire system
development
lifecycle.

7. System security
testing - Testing of
security functionality
shall be carried out
during development.
8. System
acceptance testing -
Acceptance testing
programs and
related criteria shall
be established for
new information

development and
post
implementation
phases ensuring
security reliability.
5. Examine the
procedures
related to
Infrastructure and
operating system
changes  during
the life cycle of
the project
implementation.
Ensure that the
organisation
tracks and control
the changes in a
systematic
manner for
complete
infrastructure
environment
comprising of
Development,
Test
Production
Sservers.

the

and
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
systems, upgrades
and new versions.
Information  |Management |Risk of|1.  Responsibilities|1.  Check  for
Security of information |security issues|and procedures -|availability of
Incident security within an IT|Management procedures on
Management |incidents and|infrastructure. |responsibilities and|management of
improvements procedures shall be |Information

established to
ensure a  quick,
effective and orderly
response to
information security
incidents.

2. Reporting
information security
events - Information
security events shall
be reported through
appropriate
management
channels as quickly
as possible.
3. Reporting
information security
weaknesses
Employees and
contractors  using
the  organization’s
information systems
and services shall

be required to note
and report any
observed or
suspected

information security
weaknesses in

systems or services.
4. Assessment and

Security Incidents,
events and
weaknesses  with
emphasis on:
- Responsibil-ities
& Procedures:
Planning and
preparing incident
response,

Monitoring,
detecting,
analysing and
reporting
information
security  events,
Logging incident
management
activities,
Handling forensic
evidence,
Assessing and
deciding on
information
security  events

and weaknesses,
Responding to a
security incident,
both internally and
externally

Reporting
Information
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information security
events - Information
security events shall
be assessed, and it
shall be decided if
they are to be
classified as
information security
incidents.

5. Response to
information security
incidents
Information security
incidents shall be
responded to in
accordance with the
documented
procedures.

6. Learning from
information security
incidents -

Knowledge gained
from analysing and
resolving

information security
incidents shall be
used to reduce the
likelihood or impact
of future incidents.
7. Collection  of
evidence - The
organization  shall
define and apply
procedures for the

identification,
collection,
acquisition and
preservation of

- Reporting
Information
Security
Weaknesses

- Assessment &
Decision on
Information
Security  Events
- Response to
Information

Security Incidents
- Learning from

Information
Security Incidents
- Collection of
Evidence

2. Check sample
security incidents
in the past and
check compliance
to the incident
management
processes

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
decision on|Security Incidents
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
information,  which
can  serve  as
evidence.
Business Information ~ |Absence of a|1. Planning|1. Check whether
Continuity security rigorous information security |the  Organisation
Management |continuity Disaster continuity - Thelhas appointed a
Recovery and|organization  shall|Top Management
Business determine its|driven  Disaster
Continuity Plan|requirements for|Recovery / BCP
could result in|information security|Task Force to
a and the continuity of |implement the

- Complete
Loss of Data,
which is critical
to business
operations

- Business
Interruption

- Loss of
Clients,

- Damaged
Reputation,

and / o
- Business
Failure.

=

information security
management in
adverse situations,
e.g. during a crisis
or disaster.
2. Implementing
information security
continuity - The
organization  shall
establish, document,

implement and
maintain processes,
procedures and

controls to ensure
the required level of
continuity for
information security
during an adverse
situation.

3. Verify, review and
evaluate information
security continuity -

The  organization
shall ~ verify  the
established and
implemented

information security

plan

2. Review how the
organisation has
implemented or is
in the process of
implementing
DRP/BCP  with
focus on
- Project Planning
Country
Risk/Analysis
Review

- Business Impact
Analysis

Recovery
Strategy ~ (RTO,
RPO guarantees)
- Plan
Development

Testing

-Training

Business
Continuity ~ Plan
- Maintenance
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Process

Sub-process

Risk
Description

Control

Test Performed

Attribute
s tested

Sampl
e size

Data
analytics
performe

d

continuity controls at
regular intervals in
order to ensure that
they are valid and
effective during
adverse situations.
4. Redundancies -
Availability of
information
processing facilities
- Information
processing facilities
shall be
implemented  with
redundancy
sufficient to meet
availability
requirements.

Review
Information
System
Security

of

Monitoring
Processes,
Performance
Evaluation

Risk of Non-
compliance
with
relevant
legislation and
internal
policies
standards.

al

and

1. t Processes exist
to monitor
compliance with all
relevant legislation
plus internal policies
and standards.
2. Monitoring
processes are
carried out by
management.

Examine the
Performance
Management and
Monitoring
process with
special emphasis
on metrics
identification,
measurement and
reporting.

Also review how
actions have been
initiated looking at
metrics trends or
targets not getting
achieved.

Review
Information

of

Management
Review

Risk
progressive

of

Top
shall

management
review the

Validate how the
Management
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
System degradation of|organization’s Review process is
Security Security information security [carried out in the
measures. management organisation -
system at planned|either directly by
intervals to ensure(the Board of
its continuing [Directors or by
suitability, Audit Committee
adequacy, and|Check for
effectiveness. appropriate review
records and action
points.
Review of|{Internal Audit |Absence of a|The  organization|1. Check the
Information formal Internal [shall conduct|Internal Audit
System Audit function|internal audits at|policy, standard
Security and not having|planned intervals to|and procedure
adequate and|provide information |within the
competent on whether |organisation

staff in the|the information|2.  Check  for
internal  audit|security evidence of
activity are a|management Internal Audits
risk that|system: conducted by the
exposes the|a) conforms to:|Organisation, the

organization  |1) the organization’s|Audit schedules,
to inadequate |own  requirements|and the results of
evaluation of|for its information|the Audit.
the security 3. Check how the
effectiveness |management recommendations
of risk|system; and|of the Internal
management, |2) the requirements|Audit have been
control,  and|of this International|Implemented.
governance Standard;
processes. b) is effectively
implemented  and
maintained.
Information &|Information &|Risk that the|1.  Metrics are|1. Check the IT
Communicatio |Communicatio |Security provided to the|Security

ns

ns

policies are not
working

Board of Directors,
its committees and

Management
Reports that are
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cryptographic  keys
shall be developed
and  implemented
through their whole
lifecycle.

procedures are in
place to protect

S

ensitive

information.

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
effectively. management in|prepared and
relation  to IT circulated to the
security. Board of
2. Additional reports|Directors.
are provided to the|2. Examine the
Board of Directors|content and
and to management|records of the
on a regular basis.|Board Review /
3. Management is|Audit Committee
always provided |review and the
with reports when|actions taken.
there are IT control
failures.
4. The Board of
Directors and its
committees receive
similar reports of IT
control failures.
Cryptography |Cryptographic |exposes 1. Policy on the use|ln  case  the
Controls sensitive of cryptographic | Organsiation's
application controls - A policy |business
data on aweak|on the wuse of|environment
or non-existent|cryptographic requires,
cryptographic |controls for|1. Review the
algorithm. protection of | Cryptographic
information shall be |Control policy and
developed and |procedures
implemented. adopted in the
2. Key management|organisation.
- A policy on the|2. Review that
use, protection and |robust Key
lifetime of|Management
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
Compliance |Compliance  [Risk to non-|1. Identification of|Review and

with legal and|compliance applicable validate how the

contractual legislation and |organisation has

requirements contractual identified and
requirements - Allfrecorded its legal,
relevant legislative [regulatory,  and
statutory, regulatory, |contractual
contractual obligations;  the
requirements  and |responsibilities for
the  organization’s|meeting such
approach to meet|requirements and
these requirements|any necessary
shall be explicitly |policies,
identified, procedures  and
documented,  and|other controls
kept up to date for|required for
each information |meeting the
system and the|controls.
organization.
2. Intellectual
property rights -
Appropriate
procedures shall be
implemented to
ensure compliance
with legislative,
regulatory and
contractual
requirements related
to intellectual

property rights and
use of proprietary
software  products.
3. Protection of
records - Records
shall be protected
from loss,
destruction,
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when significant

Related controls.

Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
falsification,
unauthorized access
and  unauthorized
release, in
accordance with
legislator,
regulatory,
contractual and
business
requirements.
4. Regulation of
cryptographic
controls -
Cryptographic
controls shall be
used in compliance
with all  relevant
agreements,
legislation and
regulations.

Compliance |Information Risk of not in(1. Independent|1.  Check that
security keeping review of |Independent
reviews current policies|information security |Reviews are being

and standards|- The organization’s |conducted

changing with|approach to|periodically of the

business managing Information

needs and |information security|Security ~ Policy

regulations. and its|with a focus to
implementation (i.e. |improve the
control  objectives, |organisation’s
controls,  policies, |approach to
processes and |information
procedures for|security, including
information security)|The  information
shall be reviewed|security  policy.
independently at| Topic-specific
planned intervals or|policies.
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Process | Sub-process Risk Control Test Performed | Attribute | Sampl | Data
Description s tested | e size |analytics
performe
d
changes occur.|2. Check whether

2. Compliance with
security policies and
standards

Managers shall
regularly review the
compliance of
information
processing and
procedures  within
their area of
responsibility ~ with
the appropriate
security policies,
standards and any
other security
requirements.

3. Technical

compliance review -

Information systems
shall be regularly
reviewed for

compliance with the
organization’s
information security
policies and
standards.

the persons who
have  conducted
the reviews have
been independent,
possess relevant
operational
competence and
have no vested
interests.

3. Check whether
the organisation
also conducts Ad-
hoc reviews due
to amendment of
laws/regulations,
post security
incidents,  major
changes to
business,
introduction of
new products,
organisational
changes, etc.
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Standards on Internal Audit (SIAs)
Compliances

This Checklist on Standards on Internal Audit is illustrative in nature. Members are advised to
suitably modify the same as per the facts, circumstances, and nature of the entity under internal
audit. This document neither supersedes nor is a replacement of any guidance/ pronouncements/
Standards issued by ICAl. Members are advised to read or use the Checklist in conjunction with
the Standards on Internal Audit. Members are also advised to exercise the professional judgement

while using the Checklist on Standards on Internal Audit.

Particulars

Standards on Internal
Audit

Response
(Yes/No/ NA)

Planned internal audits are in line with the objectives of the
internal audit function, as per the internal audit charter of the entity
(and terms of engagement, where it is an outsourced engagement)
and in line with the overall objectives of the organisation.

Confirm and agree with those charged with governance the broad
scope, methodology and depth of coverage of the internal audit
work to be undertaken in the defined time-period.

Overall resources are adequate, skilled and deployed with focus in
areas of importance, complexity and sensitivity.

Audits undertaken conform at all times with the applicable
pronouncements of the Institute of Chartered Accountants of India.

The Internal Auditor shall gather all the information required to
fully understand the entity’s business environment, the risks it
faces and its operational challenges.

Key element of planning involves extensive discussion and
deliberation  with all  stakeholders, including executive
management, risk owners, process owners, statutory auditors, etc.

Prior to defining the scope of internal audit, a complete
identification of all the Auditable Units (locations, functions,
business units, legal entities, including third parties where
relevant) of the organisation shall be made.

To confirm compliance of audit procedures with the SIA, all key

SIA 220, Conducting
Overall Internal  Audit
Planning
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steps undertaken in the planning process shall be adequately
documented to confirm their proper completion.

A risk-based planning exercise shall form the basis of the Internal | SIA 310, Planning the
Audit Assignment Plan. The Internal Auditor shall undertake an | Internal Audit Assignment
independent risk assessment exercise to prioritise and focus audit
work on high risk areas and processes, with due attention given to
matters of importance, complexity and sensitivity.

To confirm compliance of audit procedures with the SIA, all key
steps undertaken in the planning process shall be adequately
documented to confirm their proper completion.

Essential documentation shall be as follows:

(@) Planning Process documentation (or Checklists) and any
tools used in the planning process.

(b) Documentation supporting the information gathered about
the Auditable Unit's business and operations, systems and
processes and past or known issues.

(c) Summary of meetings and communication with key
stakeholders, with a summary of their inputs.

(d) Risk Assessment documentation and a Summary of risk
mitigating controls deployed.

(e) Summary of available resources, their competencies and the
proper matching of their skills with the audit requirements.

(f) Detailed Internal Audit Programme (IAP) which lists the
specific testing procedures to be conducted for each audit
objective.

() The final Internal Audit Assignment Plan duly approved by
the Chief Internal Auditor.

The Internal Audit Charter and the Engagement Letter shall be | SIA 230, Objectives of
reviewed periodically by the Chief of Internal Audit and the | Internal Audit
Engagement Partner to ensure its relevance to the changing times
or circumstances (e.g. change in scope). If found necessary, the
proposed amendments to these documents shall be put up to the
approving authority for their review and approval.

All internal audits are conducted with certain fundamental features | Basic ~ Principles  of
designed to: Internal Audit

. establish the credibility of the Internal Auditor
o Independence

o Integrity and Objectivity
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o Due Professional Care
o  Confidentiality
o  Skills and Competence

. outline the elements essential for performance of internal
audit activities

o  Risk Based Audit

o  System and Process Focus

o Participation in Decision Making

o  Sensitive to Multiple Stakeholder Interest
o Quality and Continuous Improvement

The Chief Internal Auditor has the overall responsibility to ensure
the achievement of the objectives of the internal audit function
through a well-documented internal audit process.

To confirm compliance with the Standard, all key activities which
form part of the internal audit process shall be documented to
confirm their timely completion.

SIA 210, Managing the
Internal Audit Function

Where the findings of the Expert will form part of the assurance
report to be issued by the Internal Auditor, the Internal Auditor
shall participate in defining the scope, approach and work to be
conducted by the Expert. Otherwise, the Internal Auditor shall not
incorporate the finding of the Expert in his Internal Audit report.

The Internal Auditor shall perform an evaluation of the work
completed by the Expert to ensure that the work completed
constitutes appropriate and reliable evidence to support the overall
conclusions to be reported.

The Internal Auditor shall retain ultimate responsibility for internal
audit conclusions and opinions which are incorporated in his
internal audit report, unless specifically mandated otherwise by the
Assurance User (the recipient of the Internal Audit Report). Hence,
the Internal Auditor shall not refer to the work of an Expert in his
Internal Audit Report.

SIA 240, Using the Work
of an Expert

An effective communication relationship is established and
maintained with Those Charged with Governance.

The matters to be communicated, the form and manner, and
periodicity of communication are best established between the
Internal Auditor and Those Charged with Governance.

In this regard, a formal communication process shall be pre

SIA 250, Communi-cation
with Those Charged with
Governance
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agreed with TCWG, and include the following (indicative list):
(@) form and content of communication (the “what”);

(b) manner and protocol of communication (the “who” and
“how”);

and
(c) timelines and periodicity of communication (the “when”)

Certain matters which the Internal Auditor should consider as

essential matters for communication may include the following

(indicative list):

(@) Annual Internal Audit plan, covering the scope, timing,
methodology of audit assignments to be undertaken, along
with resources and budgets of the internal audit department;

(b) Outcome of the risk assessment exercise conducted to
develop the Internal Audit Plan;

(c) Periodic update on significant observations, with corrective
action plans, as agreed with the auditee;

(d) Details of the functioning of the internal audit department
and a continuous update on their progress, status of
performance and any resource or budget constraints;

(e) Status update of prior audit issues, their timely closure with
an Action Taken Report; and

(f)  Any other matters as per Standards on Internal Audit, laws
and regulations and the professional judgement of the
Internal Auditor.

Maintain all the documents as required by the Standard on Internal
Audit  (SIA) 330, Internal Audit Documentation. Oral
communications with TCWG may be documented for records
through written communication or as the minutes of meetings.

The Internal Auditor shall obtain sufficient and appropriate audit | SIA 320, Internal Audit
evidence which can form the basis of audit findings and allow | Evidence

reliable conclusions to be drawn from those findings. Evidence
collected through various audit procedures shall be
complementary and relevant to the objectives of the audit
procedure conducted

The evidence shall be obtained from reliable sources with
consistency between various evidence collected

All audit evidence collected shall be recorded and the internal
audit function shall maintain a written process explaining the

95




Internal Audit Checklist

manner in which audit evidence is to be gathered, reviewed,
documented and stored as per Standards of quality and in
conformance to the Standards on Internal Audit.

The internal auditor shall record the nature, timing and extent of
completion of all internal audit activities and testing procedures in
the form of reproducible documents.

Documentation shall be complete and sufficient to support the
analysis conducted on the audit evidence, the identification of
findings, the formulation of audit observations and the drafting of
the internal audit reports based on the findings. Documentation
shall clearly state the purpose of the procedure, the source of
evidence, the outcome of the audit work and also identify the
performer and reviewer.

The internal audit function shall maintain a written process
explaining the manner in which documentation will be prepared,
reviewed, stored and finally discarded, to ensure quality and
conformance to Standards on Internal Audit.

The internal audit work paper files shall be completed prior to the
issuance of the final internal audit report. Any pending
administrative matters shall also be completed within sixty days of
the release of the final report.

The ownership and custody of the internal audit work papers shall
remain with the Internal Auditor.

SIA 330, Internal Audit
Documentation

The audit work is executed in accordance with the Internal Audit
Programme and Audit Procedures are completed effectively and
timely to help achieve overall objectives of the audit assignment.

The extent of the documentation reviewed is based on the
professional judgement of the reviewer, and can include checking
the name of preparer, date of preparation, relevance and reliability
of audit evidence, conclusions formed, audit observations drafted,
the sufficiency of documents, etc. The adequacy of the
documentation is tested on the basis of the r